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Preface

About this User's Guide

This user's guide is written for system integrators, IT professionals, and
knowledgeable end users who intend to configure the IPMI settings supported by
the ASpeed AST2400/AST2500 Baseboard Management Controller embedded in
Supermicro motherboards. It provides detailed information on how to configure the
IPMI settings supported by the AST2400/AST2500 controller.

User's Guide Organization
Chapter 1 provides an overview on the ASpeed AST2400/AST2500 controller. It
also introduces the features and the functionalities of IPMI.

Chapter 2 provides detailed instructions on how to configure the IPMI settings
supported by the AST2400/AST2500 controller.

Chapter 3 provides the answers to frequently asked questions.

An Important Note to the User

For documents concerning utility support such as Redfish, CMCIPMITool, SUM,
SSM, IPMICFG, SPM, SuperDoctor, BIOS, RSD, TAS, and IPMIView, please refer
to our website at https://www.supermicro.com/products/nfo/IPMI.cfm for details.

The graphics shown in this user's guide were based on the latest information
available at the time of publishing of this guide. The IPMI screens shown on your
computer may or may not look exactly like the screen shown in this user's guide.

Conventions Used in This User's Guide

Pay special attention to the following symbols for proper IPMI configuration.

yAN Warning: Important information given to avoid IPMI configuration errors.

Note: Additional information given to ensure correct IPMI configuration
setup.
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Chapter 1

Introduction

1-1 Introduction to the IPMI Platform

The Intelligent Platform Management Interface (IPMI) provides remote access to
multiple users at different locations for networking. It also allows a system admin-
istrator to monitor system health and manage computer events remotely.

IPMI operates independently from the operating system. When used with an IPMI
Management utility installed on the motherboard, the ASpeed AST2400/AST2500
BMC Controller will connect the PCH to other onboard components, providing
remote network interface via serial links. With the AST2400/AST2500 controller
and the IPMI firmware built in, the Supermicro motherboard allows the user to ac-
cess, monitor, diagnose, and manage a remote server via Console Redirection. It
also provides remote access to multiple users from different locations for system
maintenance and management.

1-2 Overview of the ASpeed AST2400/2500 BMC
Controller

The ASpeed AST2400 Baseboard Management Controller (BMC) is designed to
interface with the host system via PCI connections to communicate with the graphics
core for X10 series motherboards. Designed for the X11 series, the AST2500 con-
nects with the host system via PCI-Express Gen2 1xbus to communicate with the
graphics core. Both AST2400 and 2500 support a 64-bit 2D Graphics Accelerator
with 32 bit memory sandpace and 16-bit I/O space.

The AST2400 provides a 32-bit, 33 MHz PCI bus interface that complies with PCI
Express 1.1 specfications. The AST2500 supports PCI-Express 2.0, which is compli-
ant with PCI Express Base Spec. Revision 2.0. The PCI-E bus controller connects
to the VGA Controller that allows for direct communication with the 2D Graphics
Engine, SPI Host Controller, and P2A Bridge.

The ASpeed AST2400 and 2500 support USB 1.1 and 2.0 for remote KVM emula-
tion and provide LPC interface support to control Super 10 functions. Both ASpeed
AST2400 and 2500 include Keyboard/Video/Mouse Redirection (KVMR). The BMC
is connected to the network via an external Ethernet PHY module or a shared NCSI
connection.
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A. AST2400 DDR2/DDR3 Memory Interface

The AST2400 controller supports DDR2/DDR3 SDRAM memory with a speed
of up to 400MHz and 512 MB of memory. It includes an external 16-bit DDR2/
DDR3 SDRAM data bus width and an internal 64-bit DRAM data bus width. The
following DDR2 DRAM types are supported: 32MBx16, 64Mbx16, 128MBx16, and
256MBx16. The AST2400 controller also supports Error-Correction Check (ECC)
with no extra external memory cost when ECC is enabled.

B. AST2500 DDR3L/DDR4 Memory Interface

The AST2500 controller supports DDR3L/DDR4 SDRAM memory with a speed of up
to 800MHz and 1GB of memory. It includes an external 16-bit DDR3L/DDR4 SDRAM
data bus width and an internal 128-bit DRAM data bus width. Types of DDR3L
DRAM supported by the controller include: 64MBx16, 128MBx16, 256MBx16,
and 512MBx16 (stack die). The DDR4 DRAM types supported: are 128MBx16,
256MBx16, and 512MBx16. The AST2500 controller also supports Error-Correction
Check (ECC) with no extra external memory cost when ECC is enabled.

1-3 Supermicro IPMI Features

1. Remote KVM (graphics) console

Virtual Media and ISO images

Remote server power control

Remote Serial over LAN (text console)

Event Log support

Automatic Notification and Alerts (SNMP and email)

Hardware Monitoring

© N o o &M 0 D

Overall health display on the main page

Out of band management through shared or dedicated LAN
10. Option to change LAN connection interface at Runtime

11. VLAN

12. RMCP & RMCP+ protocols supported

13. SMASH/CLP

14. Secure command line interface (SSH) and Telnet

15. WSMAN and WS-CIM
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16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.

RADIUS authentication support

Secure browser interface (Secure socket layer - SSL support)

Lightweight Directory Access Protocol (LDAP) supported

DCMI 1.0 support

Backup and restore the configuration file

Factory defaults from web support

Video quality settings
Record video and play

Server data/information

Preview of the remote screen on the main page

Update Firmware through browser and OS

OS-independent




AST2400 Block Diagram

The following diagram represents a typical system setup for the AST2400 controller.

CPU
i System Memory
Dedicated NIC (optional) North
Bridge
USB 1.1 Host
RMII/ T i
RGMI PCIE 1X Bus
USB Bus 2.0 & 1.1 South
us 2. .
AST2400 ou
LPCB Bridge
FLASH us

N

v L > UART (x3~x5)
SD (x2
H (x2) \ﬁg

NI
ADC (x16) NC-SI/RMII 11—
COM (x2) RJ45
Shared NIC

? Note: This block diagram is for the X10 series motherboards.
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AST2500 Block Diagram

The following diagram represents a typical system setup for the AST2500 controller.

CPU
i System Memory
Dedicated NIC (optional)
USB 2.0 Host North
Bridge
USB 1.1 Host

RN/ T i
RGMII PCIE 1X Bus
USB Bus 2.0 & 1.1 South

AST2500 A
Bridge
LPC Bus or eSPI

s FLASH| €]
L UART (x3~x5)
RGB NP
X
N Nic
ADC (x16) NC-SI/RMII 12
COM (x4) RJ45
Shared NIC

? Note: This block diagram is for the X11 series motherboards.
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1-4 Software Licenses Available

Software license is required for respective features using different interfaces such
as Web/CLI/Redfish API.

. SFT-OOB-LIC: Basic Out of Band Management
It covers features such as BIOS/BMC firmware update and configuration,
Mounting ISO images, asset info, and many more.

. SFT-SPM-LIC: Advanced Power Management

It can be used for SPM tool (Supermicro Power Manager).

. SFT-DCMS-Single: System Management Suite
It covers above two license SKU and all enterprise features such as
Raid Management, Advanced Redfish APIs, NIC FW management, and
many more.

. SFT-DCMS-SVC-KEY: Call-Home Support

Please refer following comparison chart for more info:

Features Standard Package |SFT-OOB-LIC SFT-DCMS-Single
Feature Updates and Support Based on HW No Updates 3 Years
Warranty
Software ion and Ci v
Call Home through SSM** v
Restful APIs through SSM v
Unified Hardware 1t through SSM v
SNMP and SMTP Alerts through SSM v
Remote Power itoring through SPM v
24/7 Health and Power v
‘VMware vCenter and SCOM Plugins for SSM v
Storage (3108 Only) v
0OS Deployment (RHEL, CentOS, SLES, Ubuntu, VMWare ESXi) v
Compatible with Nagios plug-ins v
Disable CPU core function through SPM v
Policies of Nodes v
System Information Monitoring v
Service itoring : FTP / HTTP / SMTP v
0 Plugin for SSM (Roadmap) v
0S D for Windows (Roadmap) v
RAID Provisioning for 3008 (Roadmap) v
Features Standard Package |SFT-OOB-LIC SFT-DCMS-Single
Out-of-Band System Checks (System Utilization, Asset Information) v v
0O0B/In-band BIOS Management v v
0O0B/In-band BMC Management v v
Getting/Clearing Event Log (scripted) v v
TPM Provisioning v v
Mount/Unmounts ISO images from SAMBA/HTTP (scripted) v v
Remote Screenshot Capture v v
Remote Keyboard Operation v v
Syslog v v
Changing system boot order v v
Configuring Mousemode, Fanmode, Radius, AD through APIs v v
CIM v v
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Features Standard Package |SFT-OOB-LIC SFT-DCMS-Single
KVM/JAVA v v v
KVM/HTMLS5 support v v v
In-band BIOS updates v v v
BMC FW updates v v v
LDAP/Active Directory v v v
Virtual Media v v v
SNMP and SMTP Alerts through BMC v v* v
SMASH and CLP Support v v v
VLAN Support v v v
Event Log v v v
SOL v v v
Remote Power Control v v* v
Hardware Health v v* v
HTTPS v v v
Multiple User Profiles v v* v
IPv6 and IPv4 v v v

(*) Avaliable through Redfish APIs.
(**) Additional SKU is required.
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Chapter 2

Configuring the IPMI Settings

With the ASpeed AST2400/ASpeed AST2500 BMC Controller and the
IPMIView firmware built in, CADnetwork systems allow the user to access,
monitor, manage and interface with multiple systems from different remote
locations. The necessary firmware for accessing and configuring the IPMI
settings are available on Supermicro website at http://www.supermicro.com/
products/nfo/ipmi.cfm. This section provides detailed information on how to
configure the IPMI settings.

2-1  Configuring BIOS

Before configuring IPMI, follow the instructions below to configure the system BIOS
settings.

A. Entering and Using the BIOS
1. During the system bootup, press the <Del> key to enter the BIOS.

2. To navigate in the BIOS, use your arrow keys and press <Enter>. To go back
to previous screens, press <Esc>.

21



B. Enabling the COM port for SOL (IPMI)

1. Select the Advanced tab from the BIOS Setup menu display.
2. Select Serial Port Console Redirection and press <Enter>.
3. Highlight Console Redirection under COM2/SOL, press <Enter>, and select

[Enabled].

etup Utility -

Console Redirection [Enabled]
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C. Enabling All Onboard USB Ports
Select the Advanced tab.

Select Chipset Configuration and press <Enter>.
Select South Bridge and press <Enter>.

Highlight USB 3.0 Support, press <Enter> and select [Enabled].

1 Setup Utility -
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D. Configuring IP Address Using the BIOS

1. Select the IPMI tab.
2. Select BMC Network Configuration and press <Enter>.

Highlight Update IPMI LAN Configuration, press <Enter> and select [Yes].

p Utility -

Update IPMI LAN Co

4. Highlight Configuration Address Source and select [Static].

up Utility -

[DHCF]
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5.0nce the Configuration Address Source is set to [Static], the Station IP Address,
Subnet Mask and Gateway IP Address fields will display 0.0.0.0, which indicates
that these fields are ready for you to change to new values. Select each of the three
items and enter the values. Press <Enter> when finished.

5, dne.

[Static]




E. Connectiong to IPMI Using the BIOS
Plug Cat 5 cable into Linux Laptop.

Plug the other end of the cable into IPMI / SHARED port.

In Linux Laptop, configure Network settings for Static IP, and assign IP, such
as 192.168.0.3, and subnet, such as 255.255.0.0. (Gateway IP does not mat-
ter since there’s no router/switch in between.)

In the Superserver ending, boot it up, and press DEL key to enter into BIOS
setup.

Use arrow key to navigate to <IPMI>, and select <BMC Network Configura-
tion>.

Aptio Setup Utility - Com

» BMC Network Config




6. Highlight <Update IPMI LAN Configuration> and select <Yes>.

up Utility -
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7. Navigate to <IPMI LAN Selection>, and you will see three options as shown
below. Select <Shared>.
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8. Highligh <Configuration Address source> and select <Static>. Then you can
assign an IP such as 192.168.0.3, and subnet 255.255.0.0.
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Now you have both Laptop and the IPMI on the same subnet. With the static IP
connected, they should be able to communicate. To establish the connection, please
follow the steps below:

1. Keep the terminal of the Linux laptop. Ping the IPMI IP, 192.168.0.4, and make
sure it's pingable.

2. If it is pingable, open a web browser on the laptop. Enter the IP in URL bar and
you will see a login screen.

3. Enter the username, ADMIN, and the password, ADMIN.

4. After logging in, go over to <Network> under <Configuration > and then you can
see all the IPV6 info to configure.

Suoethask (266265 000,000
©ww Gaenay (72031 000001

© st Cortaton onssenlp (1021208

PO sl ¥ Ao Comguon

© s © DHCPYG Suess O DHOPIS Saets

Asaess st
196 Address List

© v session ONSSenerlp 805452 067 131ffeds

© syeg oo BECO0001 000121 1772
wanin

Usiinetoce | Dedeate ¥
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2-2 Configuring the IP/MAC Addresses for Remote
Servers

¥ Note: The DHCP (Dynamic Host Configuration Protocol) is on by default.
To change the manufacturer default setting, please use the ipmicfg utility
or the BIOS Setup utility.

Using the IPMICFG Utility to Set the IP Addresses for
Remote Servers

1. Run the ipmicfg utility. You can get this from the Supermicro website at www.
supermicro.com.

2. Follow the instructions given in the readme.txt file to configure Gateway IP/
Netmask IP addresses, enable/disable DHCP, and configure other IPMI set-
tings.

IPMICFG Version 1.20.3 © 2014 Super Micro Computer, Inc.
Usage: IPMICFG Parameters

-m Show IP and MAC
-m IP Set IP (format: ### #H i i)
-a MAC Set MAC (format: ##:##:## #H H#i)
-k Show Subnet Mask
-k Mask Set Subnet Mask (format: ### . #H #HH #HHE)
-dhcp Get the DHCP status
-dhcp on Enable the DHCP
-dhcp off Disable the DHCP
-g Show Gateway IP
-g IP Set Gateway |P (format: ##H# ##H #H# #iHtE)
-garp on Enable the Gratuitous ARP
-garp off Disable the Gratuitous ARP
-fd Reset to the factory default
-fdl Reset IPMI to the factory default (CLEAN LAN)
-fde Reset to the factory default (clear FRU and LAN)
-ver Get Firmware revision
-vlan Get VLAN status
-vlan on [VLANtag] Enable the VLAN and set the VLAN tag.
If VLANtag is not given it uses previously saved value.
-vlan off Disable the VLAN
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-raw Send a RAW IPMI request and print response.
-fan Get fan mode

-fan <mode> Set fan mode

-nm nmsdr Display NM SDR

-nm seltime Get SEL time

-nm deviceid Get ME device ID

-nm reset Reboot ME

-nm reset2default

Force ME reset to default

-nm updatemode

Force ME to update mode

-nm selftest

Get self-test results

-nm listimagesinfo

List ME image information

-nm oemgetpower

OEN power command for ME

-nm oemgettemp

OEM temp. commance for ME

-nm pstate Get max. allowed CPU P-state
-nm tstate Get max. allowed CPU T-state
-nmcpumemtemp Get CPU/memory temperature

-nm hostcpudata

Get host CPU data

-pminfo Power-supply PMBus health
-psfruinfo Power-supply FRU health
-psbbpinfo Battery backup power status

-autodischarge

<module><day>

Set auto discharge by days

-discharge <module>

Manually discharge battery

-user list List user privilege information
-user help Show user privilege code
-user add <user id> Add user

<username> <pass-

word> <privilege>

-user del <user id> Delete user

-user level <user id>

<privilege>

Update user privilege

-user setpwd <user id>
<password>

Update user password

-conf upload <file>

<option>

Upload IPMI configuration from binary file

-conf download <file>

Download IPMI configuration to binary file




-conf tupload <file>

<option>

Upload IPMI configuration from text file

-conf tdownload <file>

Download IPMI configuration to text file

-sdr

Show SDR records and reading

-sdr del <SDR ID>

Delete SDR record

-sdr ver [<V1> <V2>]

Get/Set SDR version (V1 V2 are BCD format)

-sel info Show SEL info

-sel list Show SEL records

-sel raw Show SEL raw data

-sel del Delete all SEL records

-fru info Show FRU inventory area Info
-fru list Show all FRU values

-fru help Show help of FRU Write

-fru cthelp Show chassis type code

-fru <Field> Show FRU field value

-fru <Field> <Value>

Write FRU

-fru 1m Update FRU product manufacturer from DMITable

-fru 1p Update FRU product name from DMITable

-fru 1s Update FRU product S/N from DMITable

-fru 2m Update FRU board manufacturer from DMITable

-fru 2p Update FRU board product name from DMITable

-fru 2s Update FRU board S/N from DMITable(sdc.exe needed)
-fru 3s Update FRU chassis S/N from DMITable

-fru backup <file>

Backup FRU to bin file

-fru restore <file>

Restore FRU from bin file

-fru tbackup <file>

Backup FRU to text file

-fru trestore <file>

Restore FRU from text file

-fru ver <V1> <V2>

Get/Set FRU version (V1, V2 are BCD format)

-fru dmi <$1> <$2>
<$3> <$4> <$5>
<$6> <$7> <$8>
<$9> <$10> <$11>
<$12> <$13> <$14>

$1 Product manufacturer name
$2 Product name

$3 Product part number

$4 Product version

$5 Product serial number

$6 Product asset tag

$7 Board manufacturing date/time
$8 Board manufacturer name
$9 Board product name

$10 Board part number

$11 Board serial number

$12 Chassis type

$13 Chassis part number

$14 Chassis serial number
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Connecting to the Remote Server

Using IPMIView to Connect to the Remote Server

Connect a LAN cable to the onboard LAN1 port or the dedicated IPMI LAN
port.

Choose a computer that is connected to the same network and open the
IPMIView utility.

Go to File>New>System. Enter the System Name, IP Address of LAN1 (or
the dedicated LAN, and the Description in the appropriate fields, and press
<Enter>.

Select the system from the IPMI Domain. Enter the Login ID and Password in
the appropriate fields to log in to the IPMIVie with utility.

Using the Browser to Connect to the Remote Server
Connect a LAN cable to the onboard LAN1 port or the IPMI LAN port.

Choose a computer that is connected to the same network and open the
browser.

Enter the IP address of each server that you want to connect to in the ad-
dress bar of your browser.

Once the connection is made, the Login screen as shown on the next page
will display.

b4
Notes:

1. The default network setting is "Failover", which will allow the IPMI to
connect to the network through a shared LAN port (onboard LAN Port 1 or
0) or through the IPMI Dedicated LAN Port. If the IPMI must be connected
through a specific port, please change the LAN configuration setting under
the Network Settings.

2. For the IPMI to work properly, please enable all onboard USB ports and
the COM port designated for SOL (IPMI) on the motherboard. All USB ports
and the COM port for IPMI (marked with "*") are enabled in the system
BIOS by default. It is usually listed as COM2 or COM3 in the BIOS. Refer
to Section 2-1 Configuring BIOS for more information.
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2-4 Accessing the Remote Server via Console
Redirection Using the Browser

To Log In to the Remote Console
Once you are connected to the remote server via IPMI Console Redirection, the
following IPMI Login screen will display.

‘SUPERMICR.

Username

Please Login

Password

login

@ Local ntanet | Protected Mode: Off iv R v

1. Enter your username in the Username box.

¥ Note: The manufacturer default username and password are ADMIN/ADMIN.
Once you have logged into the BMC using the manufacturer default password,
be sure to change your password for security purpose.

2. Enter your password in the Password box and click on <Login>.

3. The home page will display as shown on the next page.

7 Note 1: To use the IPMIView utility for Console Redirection, please refer to the
IPMIView User's Guide for instructions.

Note 2: The Administrator account cannot be deleted.




2-5 |PMI Main Screen

The IPMI Main screen displays the following information.

(Host Identificatior

Server: 172.031.034.207 @ © criticalQRetresh@ogoulEngiish V]

User  ADMIN __( Administrator )

Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous i Help 4
@.—»e System © System Help : System
This feature allows users fo
Wc FRU Reading Firmware Revision IP address. follow firmware Information
@ Fimare B Tme : BN MAC adaress and tveruies
© Hardware Information Remole Console Proview
- Fitmware Revision/Build
Refresh Preview Image Time

- BIOS Version/Bulld Time

- IP Address

- BMCISystem MAC
Address.

- Redish Version

- CPLD Verslon

- Remote Console Preview

en

-+ Launch Console: User
can launch remote
console by cicking on
the preview screen

Fovrer Conrol v W
@ Host s currenty on
e

7 Note: The following webGUIs indicate different purposes:

@ : System Normal

@: Refresh Page
@: Logout

The IPMI Main screen displays system information, including the following:

1. The Menu bar: The menu bar on the top displays System Information, Server
Health, Configuration, Remote Control, Virtual Media, Maintenance, Miscel-
laneous, and Help. Click an item on the menu bar to access an IPMI feature
and configure its settings.

2. The System window: This window displays the System submenu items. Click
an item in this window to configure the following settings.

3. FRU Reading: This page details the FRU (Field Replaceable Unit) informa-
tion. Click on "FRU Reading" to display this information.

4. Hardware Information: This page shows the hardware architecture. Click on
"Hardware Information" to display the following information:
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® System
® Manufacturer
® Product Name
® Serial No.
®* BIOS
® CPU
® CPU1
® CPU2
® DIMM
® Shows the slots that are occupied by DIMM modules

(e.g. P1-DIMMA1, , P1-DIMMB1, P2-DIMMA1, P2-DIMMB1)

® Power Supply
® System Power Supply #1
® System Power Supply #2
Language Select: From the pull-down menu, select a language.
® English
® Japanese
® Simplified Chinese

Summary: This field provides the following information:

® Firmware Revision

® Firmware Build Time

BIOS Version

® BIOS Build Time




® Redfish Version

® CPLD Version

® |P Address

® BMC MAC Address

® System LAN 1 MAC Address
® System LAN 2 MAC Address

® Remote Console Preview - a display of the remote system (the host machine)
running at the specified IP address

Power Control via IPMI: This field provides options for powering on and off
the host sytem.

® Power On: Click this button to power on the host system.
® Power Down: Click this button to power off the host system.
® Reset: Click this button to reset the host system.

Click on the <Help> tab to display the Help menu. The menu displays the
following information:

® Firmware Revision/Buiild Time

® BIOS Version/Build Time

® |P Address

® BMC/System MAC Address

® Remote Console Preview Screen

® Launch Console: This feature allows the user to launch a remote console by
clicking on the preview screen

® Power Control: This feature allows the user to monitor and change the system
power state via IPMI.
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2-6 Server Health

This feature allows the user to set the Server Health settings. When you click on
Server Health in the Options window, the following screen will display:

Host Identificatio
Server: 172.031.034.207
user:  ADMIN __(Administrator )

éummcn-

System Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help

@ NormalORetieshLosoulEvgish V]

& Server Health @ Server Health @ Help : Server Health
This feature allows users to

© Sensor Readings. Use these pages to show you data related to the server's health, such as sensor readings and the event log, check Server's health .

© EventLog

+ Sensor Readings - See the readings from the various sensors
Event Log * So6 the events witen o the event 1og
Power Consumtion : Monitor power consumpion.
ource  This paga displays power 50

© PowerlTemperaturs

Record

© storage Monitoring

& Power Source

1. This section shows data related to the server's health, such as sensor read-
ings and the event logs.

® Displays sensor readings from the various sensors

® Displays events to be written onto the event log

® Displays power consumption.

® Power Source : This page displays power source information.

2. Click on the <Help> tab to display the Help menu. The menu displays infor-
mation relating to the server's health.
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2-6-1 Sensor Readings

This feature allows the user to set Server Health settings. When you click on Server
Health in the Options window, the following screen will display:

1. Click <Sensor Readings> to access information on sensor readings as shown
on the next page.

(@ NormalQRetresh@LogoutEnglish v

( Adminisrator )

System Server Health Configuration Remote Control  Virtual Media Maintenance Miscellaneous
© Sserver Health 4@150[ Readings Help: Sensor Readings A
© sensor Readings 1. From the pulldown
Incucing reacings and status. You can toggle viewing the Tehy, Seeet o Py
& EventLog hresholds or the sensaors by pressing the Show Thiesholds bulton below. et el
following.
A'senor color that is
© Power/Temperature 2
Select a sensor type categon lings: displayed in front of a
Record ype category: Sensor Readings: 73 sensors e i )
@ status of the sensor.
© storage Monitoring Nams] Statisg Reading) + Green: Itindicates
B cruiTemp Normal 31 degrees C A T
& Power Source | ] CPU2 Temp Normal 32 degrees C reading is normal,
The system functions
| | PCH Temp Normal 29 degrees C ras
|| System Temp Normal 30 degrees C - A
B Peripheral Temp Normal 33 degrees C oy
B voputvRM Temp Normal 34 degrees C u
@ -l vopuevRMTemp Normal 34 degrees C i g !
Wl VmemaBvRM Temp Normal 36 degrees C + Red: One or more
B vrmencovRM Temp Normal 30 degrees C sensos have reaced
B vmemEFVRM Temp Normal 27 degrees C Immediate action s
B vmemGHVRM Temp Normal 35 degrees C '\eeged to resolve the
roblem.
B Fromwmat Temp Normal 33 degrees C ® ¢
B rrommAz Temp Normal 33 degrees C 3. [Name]: This column

displays the names of

the sensors that are
Show e e s

system monitoring, v
© @ including svstem

This page displays system sensor readings for the remote console. When you
click on Sensor Readings in the Options window, the following screen will display:

1. From the pull-down menu, select a sensor type (category). The options
include the following:

® All Sensors

® Temperature Sensors
® \/oltage Sensors

® Fan Sensors

® Physical Security
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® Power Supply
® Battery
2. The color on the left of the sensor name indicates the status of that sensor.

® Green: It indicates that the sensor reading is normal. The system functions
normally.

® Red: One or more sensors have reached the critical state. An immediate
action is needed to resolve the problem.

® No Color: There is no sensor reading.

3. Name: This column displays the names of the sensors that are currently ac-
tive in system monitoring, inclu ding system temperature, CPU temperature,
fan speeds, CPU core voltages, +3.3Vcc, and +12V voltage monitoring.

4. Status: This column indicates the status of each sensor reading.

5. Reading: This column indicates the reading of each sensor.

6. Refresh: Click this item to refresh the page.

7. Show Thresholds: Click this item to display senor thresholds.

8. Click on the <Help> tab to display the Help menu. The menu displays the
following information:

® An explanation of the green and red sensors.
® An explanation of each column on the page.

® The functions of each button on the page.
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2-6-2 Event Log

This page displays a record of critical system monitoring events. The event log
indicates the time when a critical condition had occurred and when this condition
was resolved. You can choose a specific event category from the pull-down menu
to display events included in this category. When you click on Event Log in the
Options window, the following screen will display:

© Event Log
For more special event log settings, please click here

This page shows the-system event log (SEL). You can choose a category from the pull-down box to fitr the:
events. and can also sort them by clicking on 2 calumn header

Select an event log category. Severity Keyword Search:
All Events v All Severiies v Event Log: Max= 512, Used=0 (event entries)

ack EDs Severity Time Stamp sensor Description

1. Event Log Category: From the pull-down menu, select an event category to
display.

® Sensor-Specific Events: These event logs are generated by the BMC if the
sensor's reading reaches the threshold.

® BIOS-Generated Events: These event logs are generated by the BIOS and
logged to the BMC.

® System Management Software Events: These events logs are generated by
the OS, application software, etc., and logged to the BMC.

® All Events: This category includes all the above event logs.

2-22



Sensor Type

Event

OS Boot

A: boot completed

C: boot completed

PXE boot completed

Diagnostic boot completed

CD-ROM boot completed

ROM boot completed

Boot completed - boot device not specified

OS Stop/Shut-
down

Stop during OS load/initialization, Unexpected error dur-
ing system startup, Stopped waiting for input or power

cycle/reset

Run-time stop (a.k.a 'core dump', 'blue screen’)

OS graceful stop (system powered up, but normal OS
operation has shut down and system is awaiting reset
pushbutton, power cycle or other external input)

In addition to the events listed on the previous page, it is normal to see boot-up
and shutdown events generated by the installed system software (OS). The table

below lists examples of these types of events

@ Event Log - Advanced Settings

This page checks the box below to enable the event log when ac power on. Press the Save button to save your

changes.

Enable AC Power On Event Log

2-23




Click on <here> to see more special event log settings. You will see the an
option to enable AC Power On Event Log. Check the box to enable the option
and click on <Save>.

Click on the <Help> tab to display the Help menu. The menu displays infor-
mation for the following features:

® [Sensor-Specific Events]

® [BIOS-Generated Events]

® [System Mangement Software Events]

e [All Events]
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2-6-3 Power Consumption

This page displays the Maximum, Minimum, and Average power consumption in
the last hour, day, and week. When you click on Power Consumption in the Options
window, the following screen will display:

# Note: The Power Consumption feature is not available on all systems.

C B Gl

| system Server Health Configuration Remote Control _ Virtusl Media Maintenance Miscellaneous Help.

© senvertiattn © Power Consumption @

© Sensor Readings

© EventLog Consumpton n he e ane hou, o day and one week.

© Power Consum ption
@ ——
@ Power Source
@ .
-

..... Value
The HighestPeak (W) 43321 2017104110 16:48:28

The LowestPeak (W) 0 2017108101 18:10:42

@ Power consumption Graph and History

Power statatics - LaotHour Time Patzs e Time P
Average (W) 102 Nane n Nane
W nimom ) B 201710804 22:38:00 100 0i7i0s0s 22216

Maximom () 105 0170504 222000 2000 270808 132010

Last Hour Last Day Last Weel

‘ m,’/
30000
20000]

1. Estimate remaining BBP run time: Displays the battery backup power run
time.

2. The highest and lowest peak: Displays the highest and lowest peak of power
consumption.

3. Power consumption graph and history: Displays the average, minimum, and
maximum power consumption of the past hour and week.

4. Click on the <Help> tab to display the Help menu. The menu displays the
following information:

® This feature estimates the remaining BBP run-time (how long system could
run if all power supplies go down).

® Highest peak and lowest peak values are recorded and dated.

® Displays statistics on power consumption for one hour, one day, and one
week ago.
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2-6-4 Power Source

This page displays the power source information. When you click on Power Source
in the Options window, the following screen will display:

# Note: The Power Source feature is not available on all systems.

Host Identifcator
2031034207
ADIN__(Administrator)

AQRetreshLogout Engish

[ system Server Health Configuration Remote Control  Virtal Media Mointenance. Miscellaneous

© Power Source @ A Help : Power Source

1. Power Supply & B0P
nfomaton

This pge @spays power

© Power Source Auto Discharge Timert Enable " Disable In | Days (Defaultis 30, max is 63days)

0 [V Days (Detaut s 30, man s 63days)

ManualDischarge2

Enable ) Disable
Enable ) Disable In | /| Days (Defautis 30, maxis 63dys)
Enable " Disable

cratie ® Onavke 0] (seconce [Sa0a]

Slot 1 Status
Power Supply Status
AC Input orage

Power Supply OK
120 0%)

2883 (4)

123

2781 ()
Temperatre 1 werzr

Temperature 2 ssci1ar

11432 RPM

Fan2 9636 RPM

1. BBP Setting: Displays the battery backup power settings. You can enable or
disable the graceful shutdown and specify the timeout value (in seconds).

2. Timeout Value for graceful shutdown: This feature allows you to enable or dis-
able a graceful shutdown. Specify the timeout value in seconds.

3. Slot 1 Status: Displays the following information for the indicated slot:

® Status

® AC Input Voltage

® AC Input Current

® DC 12V Output Voltage

® DC 12V Output Current

2-26



® Temperature 1

® Temperature 2

® Fan1

® Fan2

® DC 12V Output Power
® AC Input Power

® PWS Serial Number

4. Click on the <Help> tab to display the Help menu. The menu displays details
on the power source settings:
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2-6-5 Storage Monitoring

This page displays the storage information and status. When you click on Storage
Monitoring in the Options window, the following screen will display:

7 Note: The Storage Monitoring feature is not available on all systems. Li-
cense key is required to activate RAID management features, but license
key is not required to view Storage Monitoring.)

Note: The Storage Monitoring feature is only available for LS| 2108/2208
and 3108 controllers, not the onboard Intel controllers.

(Host Identification
Ser 72.031.034.207
u; ADMIN __( Administrator )

© NomeDRetesh PlogoulErgish ]

systom ServerHoalth  Configuration _ Remote Control __ Vitual Media Waintonance Miscollaneous
© serverHoalth © Storage Monitoring A Help : Storage Monitoring
@ sensor Readings 1. Tms“nage allows ‘YOU to
Contte hard e
s pago dispiays hscago fomationand s ot e e M
© EventLog for the system.
Power Temperature contle seings, Import
® > @ Create Vit Drve | foein contgutons.
ana garor dner
Record © Physical View: O Logical View: <€——8 @ Contiuraton-elated
Select a storage category | Physical Drive: 0~23 Vi isks.
@ storage Monitoring 9 9oy [Ty
™ Physint Deves Enclosure 101 1
@ Power Source Status: Present
Tomperiues 20 degeesC
Copacity usion
n Physial Detves Enclosre 1: 1
o st
Temperature: 32 degrees ©
Copacity sicB
n Physial Detves Enclosre : 1
s Proe
Temperature: 32 degrees C
Capsity siB

1. Click on <Physical View> and select the <Physical Drive> from the drop-down
menu to view the drive numbers and their status.

2. If you have clicked on <Physical View>, click on <Create Virtual Drive> to
create new RAID.
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@ crscaiQRetresn@hoas

AOUN__(Aaminsimtor)

Server Heattn Remote Control__ vinua) Hedia

System Configuation

© serverHeain © Storage Monitoring

© sensorResaings

© eventiog

o dve
o 1BAALIASESDI0N - 278 GB.
Physical e, 12 TOSHIBA AL14SEB030N - 278 G5

Pyscal Dive: 13 TOSHIGA AL14SEBO30N - 270 GB
Physical ive: 10 TOSHIGA AL14SEBO30N - 278 GB
Physica e 19 TOSHIBA ALI4SEB0I0N - 276 G5

L0 Read PotkyDefaut: No Read Aneacy No Read Abead

LD Vike PolcyDetaul. Wit Back Wit Back

L010 PolcyDeta

wect 0 [Drectio v
Access Pl Detaut: Read ite): [Read Wite v
Oisk Cache Poley(Defaut Unchanged) Unchanged +
0 State@ctaut. No o) [Noimd v

£

3. Select the Drives and click on <Submit> from the screen above to create new
RAID.

Contiguation Remote Control__ virual edia

© Storage Monitoring

S99 e soragsmomatonand s

" © Physical View:

Selecta sinage category.

© siorage tonioring

i
Logial Voume

S Norgsat
Logial Volme:

st ot
Logiat Va3

4. If you have clicked on <Logical View>, you can click on <Clear Configuration>
to clear configuration or check the status of the current RAID.
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5. When you click on 2 on the previous page to update firmware, the following
screen will diaplay as shown below.

fost identificatior
Server: 172031.035.141
ADMIN

@ criticalQRetresh@ogout j M What's_new English v

User: ( Administrator )

System

Server Health Configuration

Remote Control Virtual Media

© server Health © Storage Monitoring

© sensor Readings

S0 the storage information and status.

© EventLog

 Poverconsumpion N )

® Power st Product Nome: AVAGO 3108 MegaRAD
Sera:

© storage Monitoring e PPFTTeeny
FW Version: 4670006500
BIOS Verson: 634010 4.19.08.00_0x06160200
Boot Block Version: 307.00.00:0003
Battery Status; Optimal
BIOS Boot Mode: StoponEmor v
Location: PCIE card: Onboord,sot: 1
| save.

6. Click on <ROM Update> to update firmware on controller and the following
screen will display:

© crcaiQRaaaheses B wats_new Engish v

systom SeverHestn  Confumton  RemetsConol  VimualNeda Waintanance Mscolaneous  Help

© Server ealth © ROM Image Upload
Sensor Readings
P Ploas pat ot ROM image s g tho RAD skt
© Power Consumption
S rovR Deviced v
S Mg ‘Selct ROM Inage © upoac
| Choase Fie | No fe chosen

~- @

7. Click on <Choose File> and <Upload> to select and upload ROM image.
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2-6-6 NVMe SSD

This page displays the NVMe SSD information and status. When you click on NVMe

SSD in the Options window, the following screen will display:

7 Note: The NVMe SSD feature is not available on all systems.

=

System Server Health Configuration

Host Identiication

Server: 172.031.035.013
User:___ADMIN

Remote Control

@ critical@Retresi@Logout English  ~

(Administrator)

© NVMe SSD

© server Health

© sensor Readings
This page dispiays NVMe SSO information.

© kventLog

© Power consumption @ Locate  Stop Locate 5D

© Power Source

© Storage Horitoring CPLD Versionigg 19
© nvie sso e

Temperatre

Class Coce

Vendor D

Serial Number:
Model Number.
Port0 MaxLink
Speed:
Port0 Max Link Widh:
Port 1 MaxLink
Speed:

Port 1 MaxLink Widih:
Initial Power
Requirement
MaxPower
Requirement

Status,
Temperature:
Class Code:
Vendor ID:

Device:0 ~ Slot:0 ~ [ Locate [ stop locate | Eject

Slot0
Present

36 degress C
020801

8086
“DFLT_SERIAL
Intel Futtondale
80GTis

4

806Tis

4

10 Watts

25 Watts

siot1
Present

40 degress C
020801
8086

Virtual Media Maintenance Miscellaneous Help fé\
= A\—g

|| Help:NVMe SSD
NVMe $SD

[Device] The evice bus
‘which Ve drives are

on
[Slot#;The slot Which
NVMMe drives are on
[Locate] The NVHe drive:
location by LED blinking

[EleciA Requestto
Operating System thata
NVMe drive is safely

InsertAn Acknowledge

to Operating System
ataNVie drive is

readyforuse

Select the device from the drop-down menu and its location from the drop-
down menu that displays the slot number. After you have selected a device

and its location, click on <Locate>, <Stop Locate>, or <Eject>.

following information:

® [Device]: This feature displays the device bus which NVMe drives are on.

Displays information on the selected device and slot.

Click on the <Help> tab to display the Help menu. The menu displays the

® [Slot#]: This feature displays the slot which the NVMe drives are on.

® [Locate]: This feature displays the NVMe drive location by the LED blinking.

® [Stop]: This feature turn off the LED blinking.

® [Eject]: This feature allows the user to enter a request to the operating

system that an NVMe drive is safely ejected.

® [Insert]: This feature displays acknowledgement to the operating system that

an NVMe drive is ready for use.
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2-7 Configuration

This feature allows the user to configure various network settings. When you click
on Configuration in the menu bar, the following screen will display:

+ Note: Configuration settings will vary by system.

jost Identificatio
Server: 172.031.034.207
User: __ ADMIN __(Administrator )

@ NormalQRefresh@LogoutEnglish V|

éumwncm

System Virtual Media Maintenance Miscellaneous. Help

© configuration @ Configuration ® Help : Configuration
This feature allows users to
© Alerts Use these pages to configure various settings, such as alerts, users, or network etc. configure various setings.

© Date and Time

= Alorts - Add, it o romove alert destinafions
« Date and Time . Configure Date and Time Seltngs

O Loap Loap o cnae L o oquirod LDAP server. Pross the
Save butfon o save your changes

© Active Directory .

- RaDIUS
© raos = Mouse made - Configure he mouse made forremole console

work

= Dynamic DNS : Configure dynamic update properties for Dynamic DNS
© Mouse Mode + SMTP Configuro the SMTP email sarver

+ 5L Certfcale - Thi he defult cri cerifcate, use the
© Network

« Users  Add, odi, or romove users
= Port Coniigure the port numbar of he services

= 1P Access Control : Add, el o romove [P aceess rules.
= SN - Conigure SNMP safting

© Dynamic DNS

© smre « Fan Mode : Gonfigure the fan mode
= Web Session  Configurs the web session vaue
© ssL Certfication « Smart Power - Conligurethe smertpover
« Syslog - Configure the sysiog saver
© users
©rort

© 1P Access Control

© snwe

1. This section allows the user to configure the following settings.

® Alerts: Use this item to configure alert destination settings.

® Date & Time

® | DAP: Use this item to configure LDAP (Lightweight Directory Access Pro-
tocol) settings for authentication and access to the LDAP server.

® Active Directory: Use this item to configure the settings for authentication
and access to the Active Directory server.

® Radius: Use this item to configure the settings for authentication and access
to the Radius server.

® Mouse Mode

® Network
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® Dynamic DNS

® SMTP

® SSL Certification
® Users

® Port

® |P Access Control
®* SNMP

® Fan Mode

® Web Session

® Syslog

2. Click on the <Help> tab to display the Help menu for the Configuration
screen.
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2-7-1 Alerts

This feature allows the user to configure Alert settings. When you click on Alerts in
the menu bar, the following screen will display:

jost Identification
Server: 172.031.034.207
user: ADMIN ___(Administrator )

éurz&wcn

System Server Health Configuration Remots Control Virtual Media Maintenance Miscellaneous. Help

@ NormaiQRatssh LosmlErgT ]

© configuration © Alerts @ Help: Alerts
o setup an alert or to modiy
@ © Aerts = ot o e
“ris page displeys st of he configured aert destinaons. You can select on lert and press the Modify bufion to
© Date and Time confiqure f,or Send Test Alrt 0 sand a fest aert o he destnafion
2 ik ioanito
LDAP " configure or modify the
@ Alort Tabe: 16 ontrios St anar
© Active Directory AlertNo Alert Level Destination Address Clck ISendiTest Al
1 Disable Al 000.000.000.000 & NULL ~ e e heeraeTand]
© RaDIUS 2 Disable All 172.016.101.231 & NULL sent out correctly.
3 Disable Al 172016101281 & NULL 4. Clck [elete] to delete
© Mouse Mode 4 Disable All 000.000.000.000 & NULL
© Network 5 Disable Al 000.000.000.000 & NULL
Q Disable Al 000.000.000.000 & NULL
© Dynamic oS 7 Disabdle Al 000.000.000.000 & NULL
s Disable Al 000.000.000.000 & NULL
© st 9 Disable Al 000.000.000.000 & NULL v
0 Disable Al 000.000.000.000 & NULL

© ssL Certification

© users o

®

cH

®

©rort

© 1P Access Control

To setup an alert or to modify an alert setting, do the following.

1. Click on <Alerts> to activate the alert submenu.
2. Click on <Modify> to configure or modify the settings of an alert.

3. Send Test Alert is used to check if the alerts have been set and sent out cor-
rectly.

4. Click on <Delete> to delete an alert.

5. Click on the <Help> tab to display the Help menu. This menu shows you how
to set up or modify an alert.
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To Setup an Alert

tior
172.081.034.207
User: _ ADMIN __(Administrator )

&

System

@ NomaQEstasnQuosoulErgisn ]

Server Health Configuration

Remote Control Virtual Media Maintenance Miscellaneous

© configuration © Modify Alert Help: Alerts
o setup an alert o to mody
© Aerts an alert seting, do the
Enter the information for the alert balow and press Save. E=T
© Date and Time
1. Selectan aert enty.
2. Cick [Modify] to
Loap
® o Event Severity: [Disable Al /| contigure of modity the
[Dissblo Al__¥| settings of an alert
| @ TTETTSTy—————J> Destination IP: [000.000.000.000 3. Click [Send Test Alert]
is Used 1o check i the
@—mail Address: [NULL alerts have been set and
RADIUS sent out correctly.
Subject: NULL 4. Gick [Delete] to delete
© Wouse Mode @»M,u,w NOLL analert.

O eere
@ Dynamic DNS

BEL

@ ssL Certification

© users

@© Port

© IP Access Control

Follow the steps below to setup an alert.
1. Select Alerts from the window on the left. Highlight the alert and select Modify.
2. Select Event Severity.

3. Enter the destination IP address to use SNMP. For further guidance on typical
inquiries relating to SNMP, see the table on the next page.

2-35



Item

Answer

SNMP version number

SNMP version 2 and 3.

MIB community name

A community name is not required since
SNMP version 1 only uses traps.

MIB file location

Go to http://www.supermicro.com/products/
nfo/IPMI.cfm and click on “IPMI MIB” (right-
hand side of the page).

The IPMI item you need to con-
figure so that the SNMP man-
ager can receive the SNMP trap

The alert LAN destination address (see #4
under 2.4.1) must be set to the same IP in
as the SNMP manager.

Can | query for detailed infor-
mation on the MIB "Event" trap
items?

Users can use SNMP tools to query infor-
mation from BMC.

A list of trap items generated for
my platform

No standard list of event traps exist be-
cause the PEF (Platform Event Filter) table
is OEM customizable.

4. Enter the email address you wish the send the alert to, then configure the SMTP

settings (see section 2.8.10)

5. Enter the subject line of the alert.

6. Enter a message for the alert.

After completing the steps above, Click on <Save> to save the settings.
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2-7-2 Date and Time

This feature allows the user to configure the time and date settings for the host
server and the client computer. When you click on Time and Date in the Options
window, the following screen will display:

The user can either set the date & time setting manually or use the NTP Server
setting to set date & time. Follow the instructions below to set Date/Time settings.

# Note: Time zone is enabled when NTP is selected. The options are UTC
-12:00 hr. ~ +12:00 hr.

fost Identiicatior
Server: 172.031.034.207
User:  ADMIN __( Administrator )

@ NomalQRetresn@LogoulEngish V]

System Server Health Configuration

Remote Control  Virtual Media Maintenance Miscellaneous

© Configuration © Date and Time @ Help: Date and Time
The user can efther set the

© Aerts date & time setting manually or

i page you cn viewand modiy th dvigsdao and o use the NTP Senver seftng t
P = ato and Time Instructions below to set

Date/Time settings.

© Loap

® Time Zone: UTCH00:00 v Selectthe time zone.
© Active Directory

3 Check o e o TP
@ .’_r/’_’ NTP Enable O NTP Enable © NTP Disable o R
r&__' Primary NTP Server localnost 4 =
@ S Mouse Mode

the secondary
Secondary NTP Server: 127.00.1

@,/WK/' oate 5V BTV s g
e oo o e
©— = v o=

g

] Daytgt saving Time Note: Time zone s
® s Snabied whenNTP s
Seected The options
© ssL certifation o UTe zoohr s
oo
o
© Port

© 1P Access Control
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Click on Date/Time on the left to set the date/time settings.
Select the time zone.

Check this item for NTP settings.

Enter the IP address for the primary NTP server.

Enter the IP address for the secondary NTP server.

Enter the date.

Enter the time in hh/mm/ss format.

Click on <Refresh> to change the date/time settings. Click on <Save> to save
the settings.

Click on the <Help> tab to display the Help menu. This menu includes instruc-
tions on how to modify the date and time.
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2-7-3 LDAP

This feature allows the user to configure the Light-Weight Directory Access Protocol
(LDAP) settings. When you click on LDAP in the Options window, the following
screen will display:

Host Identification-
Server: 172.031.034.207
ser: MIN

@ NormalQRetresh@logoulEnglish V]

( Administrator )

system Server Health Configuration Remote Control  Virtual Media Malntenance Miscellaneous
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© oate and Time LDAP server. Press the Save bulon o sive you changes S b S
LDAP setings.
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1. Check [Enable LDAP

& Active D) Authentication] to
bt Enable LDAP Authentication enable LDAP
Authentication and LDAP

© ravus LOAP authenticatin over SSL Aunenticaon over SSL
support
N €)oo~ e o e ———
& Mouse the LDAP server.
@ PP Agdress 1000.000.000.000 s oA server N
®© Nemm@._>am Password D e LDAP server
4. Entera bina Passwora
- B oo for e AP
© oynamic 5. Enter a Bing ONvalue In
o———P scarcnvase the fleid. (The bind DN Is
Ry e user or the LAP
d er that is permitted to
o search in the L
© ssL certfcation direclory wilin a defned
Search base,)
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© 1P Accass Control

Aller entering the
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© snwe cick [Save] {0 save the
information you've

© FanMods

© Web Session

Follow the steps below to configure the LDAP settings.

1. Check the enable box to enable LDAP Authentication and LDAP Authentica-
tion over SSL support.

2. Enter a port number for the LDAP server.

3. Enter an IP Address for the LDAP server.

4. Enter a Bind Password for the LDAP server.

5. Enter a Bind DN value in the field. (The bind DN is the user or the LDAP
server that is permitted to do search in the LDAP directory within a defined

search base.)

6. Enter a SearchBase value in the field. (The SearchBase is the directory that
allows the external user to search data.)

7. Click on <Save> to save the settings.

8. Click on the <Help> tab to display the Help menu. This menu provides an
explanation of all the options displayed on the page.
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2-7-4 Active Directory

This page displays a list of role groups and their Group IDs, Group Names, Domains,
and Network Privilege settings. When you click on Active Directory in the Options
window, the following screen will display:

fost Identificatior
Server: 172.081.084.207
User:  ADMIN _(Administralor )

@ Norma Rtz DLocaud Exgih ]

Systom Virtual Media Maintenance Miscollaneous Help
& Cconfiguration @ Active Directory @ Help: Active Directory
Tnis page displays a st of role
Alerts. o enable or configure the Active Direclory server, please cick here groups and their Group IDs,

ip Names, Domains and
Network Priviege seltings.
Date and Time

s pageshows Role Groups. oo e g, . Gl R o o
Loae ‘an unconfigured slot and press Add Role Group. or configure the Active

Directory server. See the.
Active Directory extpage orenabiing or
conliguring Active

RADIUS Number of configured role groups: 0 Directory nsiructons.

2. Select a group and clck
Role Group ID Group Name Group Domain Network Privilege [Add Role Group] o
Mouse Mods - - Reserved add a ole group.
3. Selecta group and olck
2 - - Reserved [Mociify Role Group] to
Network 3 - - Reserved modiy arole group.
4. Select a group and clck
4 - - Reserved [Delete Role Group] to
Dynamic DNS 5 - - Reserved delete a role group.

sure
[Add Role Group] [Modty Role Group] [ Guite Role Group

®@ ® 0

Users

Port

00 00000000 0oe

IP Access Control

1. Click on <here> to enable or configure the Active Directory server. See the
next page for enabling or configuring Active Directory instructions.

2. Select a group and click on <Add Role Group> to add a role group.
3. Select a group and click on <Modify Role Group> to modify a role group.
4. Select a group and click on <Delete Role Group> to delete a role group.

5. Click on the <Help> tab to display the Help menu. This menu provides in-
structions on how to add, modify, and delete a role group.
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Configuring the Active Directory Settings

This feature allows the user to configure the Advanced Active Directory settings.
When you click Here on the screen shown on the previous page, the following
screen will display:

fost dentification
Server: 172.031.034.207
User:  ADMIN _(Administrator )

@;

System

@ NomaQRetreshPhosoufEngish ]

Server Health

Configuration Remots Control Virtual Media Maintenance Miscallaneous

© Configuration © Active Directory - Advanced Settings Help: Active Directory

“This page displays a lst o role
© Aerts groups and their Group IDs,
. ‘Group Names, Domains and
Network Privilege settings.
© Date and Time ‘acc0ss the Active Diroctory server. Pross the Save button to save your changes.

1. Clck [HERE] to enable

’e'ttw\> o configure the Active
[ Enable Active Directory Authentication Direclory server. See fhe.
ive Directory next page for enadling or

Actve Drectory Authentication over SSL ot kel

@ s Port 380 =
[Add Role Group] o
oa User Domain Name add a ole group,
= i

M""\» Time out 10 Select a group and click

[Modity Role Group] o
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) Domain Controller Server Address1 [0.0.0.0 4. Select a group and click
[Delete Role Group] (o
& Dynamic DN Domain Controler Server Address2 [0.0.0.0 [Dolte Role Srou
Domain Controllr Server Address3 [0.0.0.0
© smre
© sst certncation
S @
©rort

© 1P Access Control

1. Check the <Enable> box to enable Active Directory authentication support.
Then, Enter the values in the fields below.

2. Enter <User Domain Name>.

3. Enter Time Out value in the field to set the time limit for a user to stay
logging-in.

4. Enter <Controller Server Address1>.
5. Enter <Controller Server Address2>.
6. Enter <Controller Server Address3>.

7. Click on <Save> to save the settings.
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2-7-5 RADIUS

This feature allows the user to configure Radius Option settings. When you click
on Radius in the Options Window, the following screen will display:

Host Identificatior
Server: 172.031.034.207
User:  ADMIN _( Administrator )

© NomaQRetrsh PhosoufEngish V]

System Server Health Configuration

Remote Control Virtual Media Maintenance Miscellaneous

© contguration ©RADIUS @ Help: RADIUS
This feature allows users to
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© Date and Time server. Press the Save button o save your changes.
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10 enable Radius
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— N information in the fields
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s o—Prort 1812 2. Enter the port number for
RADIU he Radius server.
e acress 0000 3. Entor o 1 adaross of
© Wouse the Radlus server.
- 4. Entera (secrel)
Secret
password for the user to
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© s
© ssL Certification
© users
©rFort

© IP Access Control

1. Check the <Enable> box to enable Radius support. Enter the information in
the fields below to configure Radius settings.

2. Enter the port number for the Radius server.

3. Enter the IP address of the Radius server.

4. Enter a secret (password) for the user to access the Radius server.
5. Click on <Save> to save the settings.

6. Click on the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to configure the RADIUS settings.
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2-7-6 Mouse Mode

This feature allows the user to configure the Mouse Mode settings. When you click
on Mouse Mode in the Options Window, the following screen will display.

Host Identification-
rEROce) Server: 172.031.034.207 @ NormalQRetresh@ogoulEngish V|
ADMIN __(Administrator )

System Server Health Configuration Remote Control  Virtual Media Maintenance Miscellaneous Help

© Configuration © Mouse Mode @ Help: Mouse Mode
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© Date and Tima Windows OS. (This Is the
defaul setting)
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s Current Mouse Mode is ABSOLUTE el the mouse mode to
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° O Set Made to Relative (Rest o th Linux) 1o use single mouse
© Mouse Mode O single Mouse Mode: 4. Alter entering the
Information, click [Save]
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Note: IPWI is an OS-
namic Independent platform,
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© smrP For your mouse to

© SSL Certification Mouse Mode settings.

(see above) according
tothe type of O
© users in your machine.
©rort

© 1P Acsess Control

© snwe

1. This item displays the current Mouse Mode setting. To select a Mouse Mode
setting, click on a mode shown below.

® Set Mode to Absolute (Windows, Ubuntu, RH6.x later). This is the default
setting.

® Set Mode to Relative (other brands of Linux).
® Single Mouse Mode: Check this to use single mouse mode.
® C(Click on <Save> to save the settings.

" Note: IPMI is an OS-independent platform. IKVM support is an added
feature for IPMI. For your mouse to function properly, please configure
the Mouse Mode settings (see above) according to the type of OS used
in your machine.

2. Click on the <Help> tab to display the Help menu. The menu provides an
explanation of the mouse modes.
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2-7-7 Network

This feature allows you to configure the network settings. When you click on Network
in the Options Window, the following screen will display.

st done
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To configure Network settings, follow the instructions below.

1. Select Obtain an IP automatically (use DHCP) or Use the following IP address
to manually configure one.

2. If you select Use the following IP address, enter information into the following
IPv4 Setting fields:

® |P address

® Subnet Mask
® Gateway

® DNS Server IP

3. To set the IP address using the IPv6 format, enter an address in the field.
Enter a DNS Server IP and DUID (unit ID) in the boxes.
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Check this box to enable Virtual LAN support and enter the VLAN ID in the
field.

LAN Interface: This feature allows the user to select the port to be used for
IPMI out-of-band communication.

® The default setting is Failover, which will allow IPMI to be connected from
either the shared LAN port (LAN1/0) or the dedicated IPMI LAN port. Prece-
dence is given to the Dedicated LAN port over the shared LAN port.

® Select <Dedicate> for IPMI to connect through the IPMI Dedicated LAN port
at all time.

® Select <Share> for IPMI to connect through the LAN port on the board.

RMCP Port: This feature allows the user to select the desired RMCP (Remote
Management Control Protocol) port. The default port is 623.

Click <Save> to save the settings.

Click the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to configure the Network settings.
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2-7-8 Dynamic DNS

This feature allows you to configure DNS (Dynamic Name System) settings. When
you click Dynamic DNS in the Options Window, the following screen will display.

- Host Identification-
vERMICRS Server: 172031.034.207 @ NormaiQReresn@ogoutEnglish_~
User:  ADMIN __(Administraor)

System Server Health Configuration

Remote Control  Virtual Media Maintenance Miscellaneous Help.

& Configuration © Dynamic DNS @ Help: Dynamic DNS
© Alerts 1. Click the [Enable] radio
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{0 disable Dynamic DNS
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© Network. TSIG key File (7) Browse. >
»
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@ Port
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1. Click <Dynamic Update Enable> to enable DNS support. Click <Dynamic
Update Disable> to disable Dynamic DNS update support. (Default: Disable)

2. Enter the IP address of your Dynamic DNS (Domain Name System) server.
3. Enter the name of the BMC (Baseboard Management Controller) Host Server.

4. Check the box to enable TSIG Authentication support, and browse the files to
select the TSIG.key file. (This item is optional.)

5. Click <Browse> to locate the TSIG.private file. (This item is optional.)
6. Click <Save> to save the information you have entered.

7. Click the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to configure the Dynamic DNS settings.
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2-7-9 SMTP

This feature allows the user to configure SMTP (Simple Mail Transfer Protocol)
settings for email transmission through the network. When you click on SMTP in
the Options window, the following screen will display.

To configure SMTP settings, follow the instructions below.
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Server: 172.031.034.207
User:  ADMIN __(Administrator )

System
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1. Check the box to enable SMTP SSL Authentication support. Once SMTP SSL
Authentication is enabled, enter information in the fields below.

¥ Note: SHA2 and RSA 2048 bit SSL supported.

2. Enter the IP address for the SMTP (Simple Mail Transfer Protocol) Mail
server. The SMTP port number will be displayed.

3. Enter the user name for your SMTP Mail server. (Optional)

4. Enter the user password for your SMTP Mail server. The status of the
sender's address will be displayed. (Optional)

5. Click <Save> to save the settings.

6. Click the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to configure the SMTP settings.
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2-7-10 SSL Certification

This feature displays the default certificate and private keys. It also allows the user
to upload a new SSL (Secure Sockets Layer) certificate. When you click on SSL
in the Options window, the following screen will display:
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~
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(Administrator )
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To enter a new SSL Certificate, enter a new certificate in the field. You can
also browse the data base to select a new certificate.

¥ Note: SHA2 and RSA 2048 bit SSL supported.

Enter a new Private Key in the field, if desired. You can also browse the data
base to select a new key.

After entering the new SSL certificate and/or new private key, click <Upload>
to upload the certificate and/or private key to the server.

Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to set up a new SSL certificate and private key.
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2-7-11 Users

This page displays information on the current users. It also allows you to add, de-
lete, or modify user information. When you click on Users in the Options window,
the following screen will display:
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1.

This item lists current user information. This includes User ID, User name,
and Network Privilege settings (shown below).

Function User Operator | Administrator
System Information Full Access | Full Access | Full Access
Chassis Locator Control | View Only | Full Access | Full Access
FRU Reading Full Access | Full Access | Full Access
Sensor Readings Full Access | Full Access | Full Access
Event Log View Only | Full Access | Full Access
Alert No View Only | Full Access
LDAP No View Only | Full Access
Mouse Mode No Full Access | Full Access
Network No View Only | Full Access
SMTP No View Only | Full Access
SSL No View Only | Full Access
Users No View Only | Full Access
Event Action No View Only | Full Access
Power Control View Only | Full Access | Full Access
KVM View Only | Full Access | Full Access
F/W Update View Only | View Only | Full Access
Logout Full Access | Full Access | Full Access

This item displays the number of the users that are set up for the network.
The maximum number of profiles that can be made is ten.

To add a new user to the network, click on <Add User>. When prompted,
select an empty slot from the users list to add an user.

To modify the information or the status of a user, click on <Modify User>.
When prompted, select a user from the users list to modify the user informa-
tion.

To delete a user from the network, click on <Delete User>. When prompted,
select a user from the users list to delete it from the list.

Click on the <Help> tab to display the Help menu. The menu displays an
explanation of the columns displayed on the page and how to add, modify,
and delete a user.
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2-7-12 Port

This page allows you to configure port settings. When you click on Port in the Op-
tions window, the following screen will display.

fost Identification
Server: 172.031.034.207
User: ADMIN _( Administrator )

@ NormalQRetreshLogoutEngiish /]

N
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©rort
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© snwe

Check the box next to the port to configure the settings. Uncheck the box to dis-
able the port.

1. Web port: Enter the web port number.

2. Web SSL port: Enter the Web SSL port number.

3. IKVM server port: Enter the IKVM port number.

4. Virtual media port: Enter the virtual media port number.
5. SSH port: Enter the SSH (Secure Shell) port number
6. Wsman port: Enter the WS-Management port number.

7. SNMP port: Enter the Simple Network Management Protocol port number.
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8. SSL Redirection: Check the box to allow the IPMI webUI to redirect http to
https automatically.

9. Click <Save> to save the settings.

10. Click the <Help> tab to display the Help menu. The menu inlcudes port set-
ting information.
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2-7-13 IP Access Control

This page displays an IP Access Control table with the IP Address/Mask setting and
the IP Access Policy. Enabling the IP Access Control will allow you to add, modify,
and delete an IP Access rule.

tost Identificatio

Server: 172031034207 @ NomaiQRstreshPhogoulErgish V|
User: ADMIN { Administrator )
system Virtual Media Maintenance Miscellaneous Help
& configuration @ IP Access Control @ Help: IP Access Control
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[Rule Number]: Thi
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Rules}: This dispiays the:
© Network 3 NULL NULL ule
4 NuLL UL Access rues you can sel
- 5 NULL NULL for the system
© Oynamic NS 6. Add a new rule: select an
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s NULL NULL
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1. Check this box to configure IP Access Control settings. When prompted, "Do
you want to enable IP access control," click <OK>.

2. Rule Number: This column lists the number of IP Access Control rules.
3. IP Address/Mask: This column displays IP Address/Mask settings.
4. Policy: This column displays the status of an IP Access policy.

5. Number of Access Rules: This displays the maximum number of IP Access
rules you can set for the system.

6. Click on the <Help> tab to display the Help menu. The menu includes an
explanation of all the columns displayed on the page.
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Modifying IP Access Rules

When you select an item and click on Modify, the Add Rule submenu will display
as shown below.

Server: 172.031.034.207
User:  ADMIN __( Adminisiralor )

@ NomalQRetresn@hogoulEngish /]
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© Date and Time
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5. Dumbor of Aceess
Riteay i dapags e
© Network maximum number of IP
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S rort

© 1P Accass Control

To modify a rule, enter the information needed for the following items:

1. IP Address/Mask: This item allows you to grant access to a specific IP ad-
dress or a range of |IP addresses. For example, if you wanted to specify a
range of IP addresses from 192.168.0.1 to 192.168.0.126, you would enter
192.168.0.1/25.

2. Policy: Select <Accept> to allow access for the IP address(es) entered above.

Select Drop to deny access.
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2-7-14 SNMP

This feature allows the user to configure the SNMP (Simple Network Management
Protocol). When you click on SNMP in the Options window, the following screen
will display:
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1. Check the box to enable the SNMP. Once it is enabled, enter information in
the fields below.

2. SNMP Version: Select SNMPV2 or SNMPV3.

3. SNMPV2: If this options is selected, enter a password for ROCommunity and
RWCommunity.

4. SNMPV3: If this option is selected, enter information in the fields below:
® Enter a username
® Select the Authentication Protocol

® Select the Private Protocol
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® Enter the Authentication Key

® Enter the Private key

5. Click <Save> to save the settings.

6. Click the <Help> tab to display the Help menu. The menu includes an expla-
nation of all the options on this page.
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2-7-15 Fan Mode

This page allows you to configure fan mode settings. When you click on Fan Mode
in the Options window, the following screen will display:

] 7 Note: Fan mode settings will vary by system.
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© raous ® " the fan speed by

O set Fan to Full Speed balancing the needs
© Mouse Mode @ ./V between system

O set Fan to HeavylO Speed performance and power

S
© Network 3

© oynamic DNS
© s

© ssL certifcation

© users
© port
© IP Access Control

© snme

1. This item displays the current fan mode setting.

2. Select this option for the standard fan speed setting.
3. Select this option for the full speed setting.

4. Select this option for the Heavy 10 speed.

5. Click <Save> to save the settings.

6. Click the <Help> tab to display the Help menu. The menu includes an expla-
nation of the fan modes.
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2-7-16 Web Session

This page allows you to configure web session parameters. When you click on Web
Session in the Options window, the following screen will display:

Host Identification:
Server: 172.031.034.207
User:  ADMIN __(Administrator )

(@ NormalQRefresh@LogoutEngish V|

System Server Health

Configuration Remote Control Virtual Media Maintenance Miscellaneous

© configuration © Web Session @ Help : Web Session
Set the Timeout value (minute)

© Alerts of Web Session range from 1
10 30 or O for never timeout

P Thi page nters wab sesson parametors S

ate and Time ?
© Loar
@ Sesslon timeout value {minutes, range:1-30, O:never timeout)

© Active Directory

© RapIUS %l
© Mouse Mode

© Network

© Dynamic NS

© sute

© SSL Certification

© Users

© Port

© IP Access Control

© snwp

1. Enter the session timeout value. Values are in minutes and range from 1-30.
2. Click <Save> to save the settings.

3. Click the <Help> tab to display the Help menu. The menu defines the web
session parameters.
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2-7-17 System Log

This page allows you to configure Syslog setting. When you click on Syslog in the
Options window, the following screen will display:

? Note: SFT-OOB-LIC license is required for the feature.

IHost Identification-
Server: 172.031.084.207
User:__ ADMIN

@ NomalQRetresh@LogoulErgien 7]

( Administrator )

Server Health Configuration

Remote Control  Virtual Media Maintenance Miscellaneous

& configuration © Syslog Setting Help: Syslog Settings
This feature allows users o
© Alorts configure Sysiog sefings.
This page you can corigure the sylog server
© ate and Time 1. Before using ths feature,
ensure that the Syslog
server s ready.
S ® AT
[ Enabe Sysiog ¢ D

eog] ox
Snwmonoy () smeasenn [ S | , S

g
© RADIUS. 4. Enter the port number for
e
o R e
Ey——. ® e

© Network
© Dynamic NS
© sure

© ssL certification
& users

© rort

© 1P Access Control

1. Check the box to enable Syslog. Once it is enabled, enter the information in
the fields below.

2. Enter the IP address number of Syslog Server 1 and the port number in the
field

3. Click <Save> to save the settings
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2-8 Remote Control

This section allows the user to carry out activities and perform operations on a
remote server via remote access. When you click Remote Control in the Options

window, the following screen will display:

" Note: Settings will vary by system.

Host Identification:
Server: 172.031.034.207
ADMIN __( Adminisirator )

Miscallaneous Help

Virtual Media Maintenance

System
© Remote Control © Remote Control @ Help : Remote Control
This feature allows users to
@ o—p- console Redirection pages to p P on the server, such g carry out actvities and perform
operations on a remote server
Vi femote access.
PR pa—
« Consola Redrecton L aunch he recrection consol via Java viewsrs
O « IKVRHTMLS - Launch IKVMHTML consol
@”9 ower Contol = Powr Contol - S tho server power state nd prfom power conrlfunclins.
+ Launch SOL - Launch the SOL console.
@ o— P Laumen sol

1. Click Console Redirection to launch Console Redirection and configure the
settings of the remote server. For more details on Console Redirection,
please refer to "Launching Console Redirection" on the next page.

2. Click IKVM/HTMLS5 to to launch the remote console.

3. Click Power Control to display and configure the power settings of the remote
console, including the following settings.

® Reset Server

® Power Off Server-Immediate
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® Power Off Server-Orderly Shutdown
® Power On Server

® Power Cycle Server

Once you have clicked the desired power setting, click "Perform Action" to change
the power setting of the server.
4. Click Launch SOL to launch SOL (Serial Over LAN) console and manage the

remote server.

5. Click <Help> to display the Help menu for the Remote Control page.
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2-8-1 Launch Console Redirection

This feature allows you to launch Console Redirection via IKVM (keyboard, video/
monitor, mouse) support. When you click Console Redirection in the Options win-
dow, the following screen will display:

Server: 172.031.034.207
ADMIN___( Administrator )

© NormalQRetresnDLogoulEngish V]

system Server Health Configuration Remote Control _ Vitual Media Maintenance Miscellaneous Help
© Remote Control @ Console Redirection @ Help: Console
Redirection
© Console Redirection
omololy 1. Tolaunch remote:
© IKVMHTMLS console via Java or

Active X (for Intemet
Exploren), cick [Launch
© Power Control Console] It il

automaticaly start the
Govnload I
eor S .

A Java loading screen
will appears to Indicate
that Java ks launching.
% ifa warning screen

Do you want to run this application? iauncn e remoe

Name: Java viewer

Publisher:  Super Micro Computer, Inc

Locations: https://172.31.34.207:443
Launched from downloaded INLP file

This application will run with unrestricted access which may put your computer and persanal
information at risk. Run this application only If you trust the locations and publisher above

[ Do not show this again for this app from the publisher above

a More Information . Run Cancel
A

®
1. Click <Launch Console> on the Console Redirection screen to launch the

remote console via Java (for the Internet Explorer). You need to have Java
installed in your system to launch the console.

2. Adialog box will display to indicate that Java is launching
3. Click <Run> to launch the remote console. The main screen like the one
below will appear. Note that your screen may not look exactly like the one

below.

4. Click <Help> to display the Help menu for the Console Redirection page.

SUPERMICRS

www.supermicro.com




2-8-1a Console Redirection - Virtual Device

This feature allows you to configure virtual device settings for your console redi-
rection.

Record Macro Options UserList Capture Power Control

Virtual Storage Aptin up Utility - Cof
Virtual Keyboard

em Date

1. Click Virtual Media to configure virtual device settings of a server at a remote
site via Console Redirection.

2. Click Virtual Storage to select a device you want to connect to the remote
server as a virtual device.

3. Click Virtual Keyboard to launch the virtual keyboard.
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Virtual Storage

When you click on Virtual Storage as described on the previous page, the follow-
ing screen will appear. You are able to use up to three devices for virtual storage.

|£ | Virtual Storage 1.2 r2 E =] @
Devicel | Device2 | Device3
Settings for Device1

Logical Drive Type Image File Name and Full Path
No Select : Open Image

‘ Refresh | | Plug in | ‘ Plug Out ‘ ‘ oK ‘

2\
@') Conn@on Status History @) @

1.

Select the logical drive type from the dropdown menu. The options are as
follows:

® Upload IMA: Select this feature to browse for an IMA file and upload it to

the system.

® /SO File: Select this feature to browse for an ISO file and upload it to the

system.

® Web ISO: Select this feature to select a Web ISO and mount it from the web

page. The file will be mounted from the web interface. To specify the file loca-
tion, set the image path on the CD-ROM Im- age page in the IPMI.

® HD image: Use this feature to select a virtual HD image and install it into

the system.

® (C: SATA HD: Use this feature to select a SATA HD from the local computer

you are using to access the IPMI.

® D: SATA HD: Use this feature to select a SATA HD from the local computer

you are using to access the IPMI.

2. Click on <Plug in> to mount the selected drive.

3. Click on <Plug out> to unmount the selected drive.
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Virtual Keyboard

When you click on Virtual Keyboard in the Virtual Media menu, the virtual keyboard
will appear.

2-65



2-8-1b Console Redirection - Record

This feature allows you to record media displayed for your console redirection.

Options  UserList Capture Power Control  Exit

@ p Utility -

Save In:

[ Documents.

3 Adobe
[ Snagit

®

®
File Name: | |

Files of Type:

~.avi |v ‘

1. Click on Start from the Record menu to start recording. The window shown
above will appear.

2. Then select the location to save the recording.

3. Enter a file name

4. Click <Save> to save the settings and begin recording. If you want to exit the
window without recording, click <Cancel>. The recording process will continue

until you click on Stop under the Record menu.
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2-8-1c Console Redirection - Macro

This feature allows you to configure Macro settings for your console redirection.

Options  User List Capture Power Control  Exit
[ Hold Right Alt Key
[ Hold Left Alt Key
Right Windows Key »
Left Windows Key »
Macro

1. Click Macro to configure the Macro settings for your remote server. The fea-
tures include the following:

® Hold Right Alt Key: This item performs the same function as holding down
the right <Alt> key.

® Hold Left Alt Key: This item performs the same function as holding down the
left <Alt> key.

® Right Windows Key: This item performs the same function as you pressing
the right <Windows> key. Select Hold Down or Press and Release.

® [eft Windows Key: This item performs the same function as pressing the left
<Windows> key. Select Hold Down or Press and Release.
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Alt+Esc

Ctrl+Esc

Alt+Space

Alt+Enter

Alt+Hyphen

Alt+F4

Alt+PrntScrn

PrntScrn

F1

Alt+F1

Pause
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2-8-1d Console Redirection - Options

This feature allows you to configure Options settings for your console redirection.

User List Capture Power Control  Exit
[oRngy: Hotkey Settings
Preference
Full-Screen Mode

Keyboard Mouse Hotplug o

1. Click on Options to activate the pull-down menu to configure options settings.
The options menu allows you to configure the following settines:

® HotKey

® Preference

® Full-Screen Mode

® OSD Ul Style

® Keyboard Mouse Hotplug
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Options - Hotkey Settings

This feature allows you to configure the hotkey settings for your console redirection.

Virtual Media  Record

Macro User List Capture Power Control  Exit

(1} - Hotkey Settings.
Preference
Full-Screen Mode
0SD Ul Style
Keyboard Mouse Hotplug c

Hotkey Settings
action @ Hotkeys @
Adjust Mouse
Exit Remote Location
Full-Screen Mode
Refresh screen
Send Ctri+Alt+Del
Togale Mouse Display
Toggle Ul Display

Keyboard Monitor

® ® ®

| Start ‘ | Stop | | Assign ‘

1. To assign a hotkey for an action, click Hotkey Settings under the Options
menu. A Hotkey Settings window will appear.

2. Click <Start>

3. Enter the hotkey of your choice. It can be a single word or a combination.
4. Click <Stop>

5. Select an item from the action list.

6. Click <Assign>

7. Click <Close> to exit the window.
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Options - Preference (Display)

This feature allows you to configure video recording settings for your remote con-
sole.

Virtual Media Record Macro

UserList Capture Power Conirol Exit

Recording Time

Enable auto stop after j minute(s)

Display Scale
Low |

®
235
Compression @

® Normal Mode
) Enhanced Text Mode

Image Quality @
Low = }———— High

®

1. Click Preference under the Options menu. The Preference settings box will
display. The first tab is Display.

2. The Recording Time section refers to video recording. If you want to automat-
ically stop recording after a preset time, check the box, then input the number
of minutes that should pass before the recording should automatically stop.

3. Use the slider on the Display Scale to set the appropriate scale setting for
your display from Low (25) to High (100).

4. You can change the compression options under the Compression section.
5. You can adjust the image quality settings in accordance with varying degrees
of network traffic. To ensure the best image quality, select High for heavier

network traffic connections and select Low for lighter network traffic.

6. Click on <OK> to save the new settings. To exit the Preference window with-
out saving, click <Cancel>.
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Options - Preference (Input)

This feature allows you to configure input settings for your remote console.

Virtual Media Record Macro Userlist Capture Power Control  Exit
Hotkey Settings
Preference
Full-Screen Mode
‘OSD UI Style

it @ Preference
Display | Input | Language Setting | Window

Mouse Settings.

Enable Mouse Input

@ Absolute Mouse (Windows, Ubuntu, RHEL 6.x and later)
) Relative Mouse (Rest of the Linux)

» Single Mouse

Keyboard Settings
Enable Keyboard Input

T
=
Repeat Key Timeout
® o

1. When you click Preference under the Options menu, the Preference settings
box will display. The second tab is Input.

2. Check the Enable Mouse Input box to enable mouse support so that you can
use the mouse as an input device. Once mouse support is enabled, you need
to set a proper mouse mode for your remote console. Check the correspond-
ing radio button from the list below.

® Select Absolute Mode if you have Windows, Ubuntu, and RHEL 6.x.
® Select Relative Mouse for the Linux OS.
® Single Mouse

3. Check the Enable Keyboard Input box to enable keyboard support so that
you can use a soft keyboard as an input device. From the Keyboard Layout
pull-down menu, select the right language setting for your soft keyboard. The
language options are the following:

® English
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® Chinese (traditional)

® Japanese

® Germany

® French

® Spanish

® Korean

® |talian

® United Kingdom

® Swiss

To timeout repeated keystrokes, check the Repeat Key Timeout box, and use
the slider on the scale to select the appropriate timeout settings for repeat

keystrokes from Oms to 1000ms (microseconds).

Click <OK> to save the new settings or click on <Cancel> to exit the Prefer-
ence window without saving.
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Options - Preference (Language Setting)

This feature allows you to configure language settings for your remote console.

Virtual Media Record Macro UserlList Capture Power Control Exit
Hotkey Settings
0 Preference
Full-Screen Mode

0OSD UI Style
|| Preference

m Language Setting | Window
Language Setting

@ e s

1. When you click Preference under the Options menu, the Preference settings
box will display. The third tab is Language Setting.

2. From the pull-down menu, select the language you want to use for your
remote console. The language options are the following:

® English

® Japanese
® German
® French

® Spanish

® Korean

® |talian

3. Click on <OK> to save the changes and exit the window. To exit without sav-
ing, click <Cancel>.
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Options - Preference (Window)

This feature allows you to configure language settings for your remote console.

Virtual Media Record Macro User List Capture Power Control  Exit
J| Hotkey Settings
o Preference
Full-Screen Mode
‘0SD UI Style
Keyboard Mouse Hotplug |

@ Preference EI@

Display Tmpm TLanguage Setting rmmm- ImiiE

e Auto-resize window

1. When you click Preference under the Options menu, the Preference settings
box will display. The fourth tab is Window.

2. Check Auto-resize window to reset the size of your display window.

3. Click <OK> to save the change and exit the window. To exit without saving,
click <Cancel> .
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Options - Preference (Video Stream Control)

This feature allows you to configure window settings for your remote console.

Virtual Media Record Macro UserList Capture Power Control  Exit
g Hotkey Settings ht (C) 2017 American
o Preference
Full-Screen Mode
‘OSD Ul Style
Keyboard Mouse Hotplug |

@ Preference
Video Stream Control
LAN Flow Control

@ [ Enable Flow Control

() soone[rsxcanons [g]

1. When you click Preference under the Options menu, the Preference settings
box will display. The last tab is Video Stream Control.

2. Check the Enable Flow Control box to enable support for video stream con-
trol.

3. Select the speed from the pull-down menu. The options are as follows:
® 256K Cable/DSL
o T1
° T2

4. Click <OK> to save the change and exit the window. To exit without saving,
click <Cancel>.
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Options - Full Screen Mode
This feature allows you to configure window settings for your remote console.

Virtual Media Record Macro UserList Capture Power Confrol Exit

B Hotkey Settings
Preference
Full-Screen Mode @

0SD Ul Style
Keyboard Mouse Hotplug

1. Click Full Screen Mode under the Options menu.

2. To leave the full-screen display, click Leave Full-Screen Mode under the Op-

tions menu.
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Options - OSD Ul Style
This feature allows you to configure OSD (On-Screen Display) Ul (User Interface)

style settings for your remote console.

Virtual Media Record Macro UserList Capture Power Control  Exit
Hotkey Settings.
Preference
Full-Screen Mode

0SD Ul Style @

Keyboard Mouse Hotplug

administrator

1. Click on OSD Ul Style under the Options menu.

2. A gray box with shortcut icons will appear. They are shortcuts to the main
features provided by the firmware for your console redirection. Click on an
icon to activate its function. See the next page for the list of icons and their
functions.
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10.

1.

12.

13.

14.

15.

r@@@@@ 2000008 6
E”-ﬁl[ﬂ
@ 800 X 600
@_12?.1}.&.1

Move OSD: Click and drag this icon to move the OSD Ul pop-up screen to a
new location on the display

Hotkey Settings: Click this icon to access the Hotkeys submenu and config-
ure the settings.

Virtual Storage: Click this item to access the Virtual Media submenu andcon-
figure the settings.

Virtual Keyboard: Click this item to access the Virtual Keyboard submenu
and use your virtual (soft) keyboard.

Preference: Click this item to access the Preferences window.

Full-Screen Mode: Click this item to change the size of your display window
to the full screen mode.

Exit: Click this item to exit from the remote console.

Show User List: Click this item to display the user list.

Menubar Ul Style: Click this item to change the toolbar display format.
Keyboard Mouse Hotplug: Click this item to hotplug keyboard and mouse.
Macro: Click this item to enable Macro support and use Macro features.

Record: Click this item to access the Video Recording submenu and to use
video recording.

Set power on-off: Click this item to turn the system off.
Resolution: This item displays the remote console resolution in pixels.

IP Address: This item displays the IP address of the IPMI.
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Options - Keyboard Mouse Hotplug
This feature allows you to enable keyboard/mouse hotplug support for your remote

console.

Virtual Media Record Macro User List Capture Power Control  Exit

Preference
Full-Screen Mode

OSD Ul Style

Keyboard Mouse Hotplug

1. Click Keyboard Mouse Hotplug under the Options menu.
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2-8-1e Console Redirection - User List

This feature allows you to access the user list.

Virtual Media Record Macro  Options Capture Power Control  Exit

SMILERR Show Userlist 3

1. Click on Show User List under the Options to show the user list. A pop-up
window will appear and show the following information:

® Session ID: This item displays the current session ID number.
® User Name: This item displays the name of each user.

® |P Address: This item displays the IP address of the client server.

[ User List - X
User List

Session D User Name [ 1P Address
190/ADMIN 10134206
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2-8-1f Console Redirection - Capture

This feature allows you to capture the screen displayed on your remote console.

Virtual Media Record Macro Options User List Power Control  Exit

up Utility - |::w:n:wF o"r"iw:an

1. Click Full screen view under the Capture menu.
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2-8-1g Console Redirection - Power Control

Under the Power Control menu, you can manage the power state of the system.

gl SctPowerOn

Set Power Off
Software Shutdown
Set Power Reset

Adminis

1. The power control features are the following:
® Set Power On: This feature allows you to turn the system on.
® Set Power Off: This feature allows you to turn the system off.

® Software Shutdown: This feature allows you to perform a graceful shutdown
of the system.

® Set Power Reset: This feature allows you to reset the system.
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Power Control - Set Power On

The Set Power On option allows you to power on the system if the system is off.

Virtual Media Record Macro Options UserlList Capture

Jtility -

Set Power Off
Software Shutdown
Set Power Reset

1. Click the Set Power On option under the Power Control menu.
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Power Control - Set Power Off

The Set Power On option allows you to power off the system if the system is on.

Virtual Media Record Macro Opfions UserlList Capture

Set Power On

Set Power Off
Software Shutdown
Set Power Reset

1. Click the Set Power Off option under the Power Control menu.
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Power Control - Software Shutdown

The Software Shutdown option allows you to perform a graceful shutdown of
the operating system.

Virtual Media Record Macro Options Userlist Capture

Software Shutdown 0

1. Click the Software Shutdown option under the Power Control menu.
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Power Control - Set Power Reset

The Set Power On option allows you to reset the system.

Virtual Media Record Macro Options UserlList Capture
Set Power On
Set Power Off

Software Shutdown
set Power Reset (1)

1. Click the Set Power Reset option under the Power Control menu.
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2-8-1h Console Redirection - Exit

Under the Power Control menu, you can manage the power state of the system.

Virtual Media Record Macro Options UserlList Capture Power Control Exit o

Aptio Setup Utility - Caop C) 2017 American

Are you sure??

@ [l

1. To exit the Console Redirection, click on Exit under the Exit menu.

2. Click on <Yes> in the Exit dialog box to exit.
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2-8-2 Power Control

This feature allows the user to check the power state and manage the system. When
you click on Power Control in the Options window, the following screen will display.

fost Identificatio
Server: 172.031.034.207
User: __ADMIN

( Administrator )

(=

System Server Health Configuration Remote Control _ Virtual Media Maintenance Miscellaneous Help

© Remote Control © Power Control @ Help: Power Control

@ Console Redirection P
seloctone cick [Reset Server] then

2. To power oft the remote:
server immediately, cick
ower Off Server -
© Power Control Immediate] then

Host is currently on

© vwHmiLs ol ha aptons below and press Poriom Acton
© Lounch soL
© Reset senver e
O Power Off Senver - Immediate
o——P [Perform
O Pawer Off Server - Orderly Shutdown 4. Topower onweremote
ron

Power On Server Server) and press.

F2383>
bl
3

O Power Cycie Server
of the remote server,
clck [Power

@ o—{ruomacin] Sendne Retom
20

1. To enter the screen shown above, click the "Power Control" item in the Re-
mote Control sidebar. The following options are listed:

® (Click on Reset Server to reset the host server.

® Click on Power Off Server - Immediate to power off the remote server im-
mediately.

® Click on Power Off Server - Orderly Shutdown to power off and shutdown
the remote server in an orderly fashion.

® (Click Power On Server to power on the remote server.
® Click Power Cycle Server to power cycle the remote server.
2. Click <Perform Action> after choosing an option to commence

3. Click the <Help> tab to display the Help menu. The menu includes an expla-
nation of all the power modes.
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2-8-3 Launch SOL

This feature allows you to launch the remote console by using SOL (Serial over
LAN). This feature provides serial port connections over LAN to allow the user to
access a host server via console redirection. It also allows a system administrator
to monitor and manage a server from a remote site.

fost Identificatior
Server: 172.031.034.207
Usor: _ADMIN

@ NormalQRetresh@hogoutEngish /]

( Administrator )

Server Health

Remote Control  Virtual Media Maintenance

System Configuration

© Remote Control © Launch SOL @ Help : Launch SOL.
This feature allows users to

© console Redirection Iaunch remote consale using
SOL (Sealover LAN) which

provides serial por

© KvmnHTHLS Connecions over LAN to

© Powsr control
monitor and manage servers
© Launcn soL [Eemazer] fom a remoe sie. In order to
@ connectthe console through
SOL, please considr te.
ollowing setups.

Do you want to run this application?
Name: Java viewer
_ﬁ S Publisher:  Super Micro Computer, Inc
u‘:’ Locations:  https:/f172.31.34.207:443
Launched from downloaded JNLP file

This application wil run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher above

[] Do not show this again for this app from the publisher above

€Y e comaten Cancel

1. To enter the screen shown above, click Launch SOL in the left column.
2. Click the <Launch SOL> button to launch SOL.

3. In the dialog box that asks "Do you want to run this application?" click <Run>.
The SOL Viewer screen will appear as shown on the next page.

4. Click the <Help> tab to display the Help menu. The menu includes an expla-
nation of the SOL Console.
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® ®
{

;

®
v

Baud Rate (bps) | 115200 | v

1. You can select a baud rate (bps) from the pull-down menu as your SOL trans-
fer rate. The options are listed below. Make sure that the baud rate selected
here matches the baud rate set in the BIOS.
® 9600 bps (bits per second)

® 19200 bps

e 38400 bps

57600 bps
® 115200 bps

2. Once you have selected the baud rate, click <Start> to start the session.
Once you have started the session, you can input SOL commands through

the command-line interface.

3. Click <Stop> to stop the SOL connection.
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2-9 Virtual Media

This feature allows you to upload and share images via the BMC (Baseboard
Management Controller). These images will be emulated to the host server as USB
applications. When you click Virtual Media in the Options window, the following
screen will display:

fost Identificatio
Server: 172.031.034.207
U ADMIN

( Agministrator )

Server Health

Configuration Remote Control  Virtual Media Maintenance

© Virtual Media @ Virtual Media

P— O P

© co-ROM Image

yyyyyyyyyyyyyyyyy
+ CDROM image - Share a CD. a 768
Govio.

1. This section shows information related to virtual media, such as the Floppy
Disk and the CD-ROM Image.

® Floppy Disk: Upload a binary image with a maximum size of 1.44MB. This
image will be emulated to the host as a USB device.

® CD-ROM Image: Share a CD-ROM image over Windows Share with a maxi-
mum size of 4.7GB. This image will be emulated to the host as a USB device.

2. Click the <Help> tab to display the Help menu for the Virtual Media page.
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2-9-1 Floppy Disk

This feature allows you to configure the Floppy Disk image files for sharing. When
you click Floppy Disk in the Options window, the following screen will display:

Host Identifcation
Server: 172.031.034.207
User:  ADMIN _(Administalor)

‘Eum.wcl-

System

@ NomaiQRetresh(G)LogoutEngish V|

Server Health

Configuration Remote Control Maintenance Miscellaneous Help

© Virtual Media © Floppy Disk Help: Floppy Disk
& Floppy Disk 1. [Refresh Status]: to
refiesh the USB floppy or
testing, 144MB o the
& coROMImage BMC This image will be emulated fothe host a5 LISB device fhefashevos

2. [Choose Fil]: o select
animage fle from your
database to your console.

rediecton.
@ o———Pp-Device 1 No sk emulaton st 3. Aferyou've sccicd
yourimage fe,cick
Device 2 No ik emulaton se. [Upload) o pload your
Device 3 No disk emulation st mage fie 0 the scrver.
Floppy Image Fle Browse. 4_.©
@ o——p-[vp] i

1. Dislpays a list of devices and their status (e.g. Device 1, Device 2, Device 3).
2. Click <Refresh Status> to refresh the Floppy Disk.

3. Click <Browse> to select an image file from a specified location for your
console redirection.

4. After you have selected your image file, click <Upload> to upload your image
file to the server.

5. Click the <Help> tab to display the Help menu. The menu explains the func-
tion of each button on the page.
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2-9-2 CD-ROM Image

This feature allows you to configure CD-ROM image files for sharing. When you
click CD-ROM Image in the Options window, the following screen will display:

@ NomalQRetresnPhocoufEngish V]

Server Health Remote Control  Virtual Media

Configuration

& Virtual Media © CD-ROM Image @ Help: CD-ROM Image

© Fioppy Disk 1. [Refrosh Status}: 1o

reresh USB
OM iage over a 768.This
host as USB devios FloppyF

© cD-ROM image imag wilbo emulalod 0

3 Int image
fe pain to
the CD-ROM image fle
for sharing

i)

ount e, olow ne e
g
® e

1. Dislpays a list of devices and their status (e.g. Device 1, Device 2, Device 3).

2. Click <Refresh Status> to refresh USB Floppy/Flash and CD ROM/ISO
devices.

3. Enter the Share Host server for your console redirection.

4. In the Path to Image field, enter the path to the CD-ROM image file for shar-
ing.

5. In the Users (Optional) field, specify the users that have access to the CD-
ROM image files. (This item is optional).

6. In the Password (Optional) field, enter your user password. (Optional)
7. To mount an image file, click <Save> and then <Mount>.
8. To unmount an image file, click <Unmount> and then <Save>.

9. Click the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to share a CD-ROM image.
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2-10 Maintenance

Use this feature to manage and configure IPMI device settings. When you click
Maintenance in the Options window, the following screen will display:

fost Identificatio
Server: 172.031.034.207
ADMIN___(Ad

(@ NomaiQReresh@LogoufEnglish V]

system

Sorver Health

Configuration Remote Control Virtual Media

© Miscellancous. © Miscellaneous @ Help : Miscellaneous

© Activate License Use these pages to perform various features, suich as query the post snooping code.

© Post Snooping @ .

© sMc RAKP.

11D on this poge.
© up control

1. This screen displays the following items:

® Firmware Update: Click this item to update the remote server's BMC firmware.
The Firmware Update screen is shown in the next section.

® Unit Reset: Click this item to reboot the BMC (IPMI) controller.
® |KVM Reset: Click this item to reset the IKVM setting.
® Factory Default: Click this item to restore IPMI to the factory default settings.

® |PMI Configuration: Click this item to save IPMI configuration settings to a file
or to load IPMI configuration settings from a file.

® System Event Log: Click this this item to turn on or off the system event log.
® BIOS Update: Click this item to update the BIOS.

2. Click the <Help> tab to display the Help menu for the Maintenance page.

2-95



2-10-1 Firmware Update

Use this feature to update the IPMI firmware. When you click Firmware Update in
the Options window, the following screen will display:

. st Identifcation
SUPERMI Server: 172.031.034.207 @ NormalQRetresh@LogoutEnglish v
e, ADMIN __(Administator)
System Server Health Configuration Remote Control _ Virtual Media Waintenance Miscellansous. Holp
& Maintenance @ Firmware Update @ Help: Firmware Update

1. Clck [Enter Update
Mode] o enter the:
- update mode. A warning
© unit Reset ‘message will dispiay.
2. Ciick [OK] fo update your
1PMI firmware. Once

© Firmware Update

© IKVM Resat you've clicked OK to-
Vodate o fware the
© Factory m\m® PN Fimuare peas scroon
wiliopiey 5 shown o
bofopchey
i Cmeat o cancel
Winwbre updats

© IPMI Configuration
© system Event Log
© 8108 Update

© EC update

© Trouble Shooting

@>—>

Do you want to enter update mode? You will not be sble to perform any
other tasks until firmware upgrade is complete and the device is
rebooted.

oK Cancel

1

® ®
To update IPMI Firmware, follow the instructions below.

1. Click <Enter Update Mode>.

2. Adialog box will appear. It will ask: "Do you want to enter update mode?"
Click <OK> to proceed with the update.

3. Click <OK> to update your IPMI firmware. After you click <OK> to update
the firmware, the Firmware Upload screen will display as shown on the next

page.
4. Click <Cancel> to cancel firmware updates.

5. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to update the firmware.
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After you click <OK> to update the IPMI Firmware, the following Firmware Upload
screen will display as shown below.

Eummq; @ Normal © Retresn @ kogous Engl
| Configuration  RemoteControl  VirtualMedia  Maintenance Miscellaneous Help I

System Server Health Configuration Remote Control _ Virtual Media Maintenance Miscellaneous.

© Firmware Upload

buming get 100 percent. Afer tha, lease st wal for system rabadt The web page wil
rodeect 1o the Logn page automatcaly

‘Select Firmuare to Upioad:

[Upioad Firmar ] [Gancer]

6. Enter the name of the firmware you wish to upload. You can also select a
firmware specified location by clicking <Choose File>.

7. Click <Upload Firmware> to upload the selected firmware to the host server.

A Warning: To properly update your firmware, do not interrupt the process.
The system will reboot after the firmware update is complete.

8. Click <Cancel> to abort firmware uploading.

¢ Note: For documents concerning utility support such as Redfish, CMCIP-
MITool, SUM, SSM, IPMICFG, SPM, SuperDoctor, BIOS, RSD, TAS, and
IPMIView, please refer to our website at https://www.supermicro.com/prod-
ucts/nfo/IPMI.cfm for details.
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2-10-2 Unit Reset

Use this feature to reset the IPMI device. When you click Unit Reset in the Options
window, the following screen will display:

fost Identiication-
erver: 172.031.034.207
ADMIN

@ NormaiQRetresn@LogoulEnglish

(Adminisirator )

Server Health

Configuration Virtual Media Maintenance Miscellansous Help

© Maintenance @ Unit Reset @ Help : Unit Reset
Use this feature o reset the
© Firmware Update IPMI device
This page ccks onth rest buton 0 reboot he P devi
© unitResat
© KM Reset
© Factory Deraut

© system EventLog
© 8105 Update
© Ec Update

© Trouble Shooting

1. Click <Reset> to reset the IPMI device.

2. Click the <Help> tab to display the Help menu for the Unit Reset page.
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2-10-3 IKVM Reset

This feature allows you to reset IKVM. It will reset virtual media, as well as the

IKVM keyboard and mouse. When you click IKVM Reset in the Options window,
the following screen will display:

st Identification
Server: 172.031.034.207
User: __ADMIN

@ NomaiQRszsnhoseuErah ]

( Administrator )

Server Health

Configuration

Romote Control  Virtual Media

© Maintenance © IKVM Reset ® Help : IKVM Reset
histeature alows you to

© Fimware Update reset IKV. It wil reset vitual
media, IKVM keyboard and

© nit Resot movse:

© KM Resat

© Factory Dataut

© System Event Log
© 8105 Upaate
© Ec update

© Trouble Shooting

1. Click <Reset> to reset virtual media, as well as the IKVM keyboard and
mouse.

2. Click the <Help> tab to display the Help menu for the IKVM Reset page.
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2-10-4 Factory Default

This feature allows the user to restore IPMI to factory default settings. When you
click Factory Default in the Options window, the following screen will display:

System i Virtual Media Maintenance Miscellaneous Help

© Maintenance © Factory Default ®
© Firmware Update
This page s used fo resore the BIAC o te factory defaut sefings.
© Unit Reset
© IKVM Reset
Restore

© 1P Config
© system EventLog

© BIOS Update

1. Click <Restore> to reset the IPMI to factory default settings. The IPMI con-
nection will reset.

2. Click the <Help> tab to display the Help menu for the Factory Default page.
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2-10-5 IPMI Configuration

This feature allows the user to save IPMI configuration settings and restore it. When
you click IPMI Configuration in the Options window, the following screen will display:

1. Click <Save> to save the current IPMI configuration.

@ NomalQRetresh@LogoulEngish V']

system Severheain  Comguaton  Remoteconwol  ViuaiMeda  Maienance  Miscelansous el ]

© Maintenance @ IPMI Configuration @ Help: IPMI Configuration

© Firmware Update 1. Glick [Save] to save the.
1PMI Cor

© unit Reset

© KVM Rezat

© Factory Def( 1 ) @——p Save IPMi Configuration [ Save]
D @

Roeload IPMI Configuration Browse.
© 1PMI Configuration

© system EventLog

el

© 8105 pdate
© Ec Update

© Trouble Shooting

2. Click <Choose file> to select a configuration from specified location to reload.

3. Click <Reload> to save the IPMI Configuration settings.

4. Click the <Help> tab to display the Help menu. The menu includes instruc-
tions on how to configure the IPMI configuration.
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2-10-6 System Event Log

This feature displays a list of the system event log. When you click System Event
Log in the Options window, the following screen will display:

Host Identification
Server: 172.031.034.207
ADMIN_( Admirisirator )

@ NormaiQRetresh@LogoutEngish V]

Systam SovorHoallh  Conflgwation  Romolo Gonirol _ Virtual Modia Wantananco Wiscollaneous
© maimonance © List of System Event Log @ Help : List of System
Event Log
© Firmware Update “This page displays the records
S— e e OfSystem event, Th event
= T age dsplys st of o st Evont 05 oo e
@ Unit Reset critical condition had occurred

e
=
© @ O——P- 7 Eratie System EventLog

© Factory Default Log Table: 92 enries

No 1P Aderess. Descriptioin
© e Gontgursion ; oo 64057 rasnos Pt
© Syotem EventLog 2 2017/10/18,16:550 1723108 AOMIN:ogin wed

B 20171018,16:59:0 1014980 ADMIN:ogin web
© 5105 Update 4 201771018,17:01:50 1014963 ADMIN:ogin web

s 20171018,47:10:44 1014980 ADMIN:gin wed
© Ec Update 6 2017110118,17:15:20 1723108 ADMIN:iogin web

7 201771018,17:32:02 723108 AOMINaunch IKVM
© Trouble Shooting A 201711018, 18:01:51 1723108 ADMiN:ogin wed

9 2017/10/18,18:05:38 723108 ADMIN:unch IKVM

0 2017710/18,16:06:36 723108 AOMIN:reset IKVM

W 2017110/18,18:06:39 723108 ADMIN:faunch IKVM

2 2017/10/18,1807:13 1723108 ADMIN:unch IKVM

1 201771018,1807:13 1723108 ADMIN:close KVM

14 201710118, 18:08.01 723108 ADMIN:close KVM

15 201771018, 16:08:04 1723108 OMiNaunch iKVA

s 201771018,18:08:56 1723108 DMiN:cose iKvM

1. Check the <Enable System Event Log> box to display the records of system
events.

2. Click the <Help> tab to display the Help menu for the System Event Log
page.
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2-10-7 BIOS Update

This feature allows the user to update the BIOS. When you click BIOS Update in
the Options window, the following screen will display:

Host Identification-
Server: 172.031.034.207
Us: ADMIN __( Administrator )

=

Systom

@ NormalQRefresh@LogoufEngish V]

Virtual Media Maintenance Miscellaneous

& Maintenance @ © BIOS Upload @ Help : BIOS Update

1. Input product key to

© Firmuware Update

activale the bios license

- " = T 2. Check if you want ot

© unit Reset preserve ME
tegion,NVRAM and

& IKVM Reset los)

“ 3. Please reach Supermicro

to get more information
& Factory Defauit Select BIOS image to upload

Browse... 4_.®

© IPMI Configu
® Upioad B10s

& system Event Log

© BIOS Update

© Ec update

© Trouble Shooting

Click <OK>, and you will be redirected to the following page to power down the
system.

Host Identification:
Server: 172.031.034.207
User:  ADMIN _( Administrator )

=

System

@ NomaiQmsesn GhogeufErgieh V]

Server Health Contiguration Remote Control Virtual Media Maintenance Miscellaneous

© Remote Control © Power Control Help: Power Control

© Console Redirection 1. Toreset the host server,

oowe DD st ono sl Resetseve e
© KvMHTMLS of the options below and press Perform Action I Cortorm A ton T
sever immediatey, lck
ower Off Server -
© Power Control Immediate] then
Host is currently on [Perform Action].
& Launch soL. 3. To power off and
shudown the remote
©Reset Ser server orderty, lck
feset Senver [Power Off Server -
O Power Off Server - Immediate Orderly Shutdown)] then
[Perform Action)
O Power Off Server - Orderly Shutdown To power on the remote
server, click [Power On
Power On Server Server] and press.
rform Action],
O Power Cysle Server [y

)
To resel the power cycle
of the remote server,
clck [Power Cycle
Bectorm Action, Server] then [Perform
Action]
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+ Note: Power off the system before starting BIOS update---I clicked on power off the
server immediatedly but the following screen doesn't pop up,

© BIOS Update
Upgradenble Modules

Module Name Existing Date Hew Date
BIOS_FW 31T 6302017

Prasende ME Region
Preserve NVRAM
¥ Preserve SMBIOS
Stant Upgrade  Cancel

To update BIOS, follow the instructions below:

1. Check node product key status. If key status is inactive, enter product key to
activate the BIOS license.

2. Click <Choose File> to select a BIOS image to upload.

3. Click <Upload BIOS> to begin updating process.

4. Check the following options if you want to make any preservation:
® ME region (Management)
® NVRAM (Non-volatile Random-Access Memory)
® SMBIOS (System Management BIOS)

5. Click <Start Upgrade> to initiate the process.

Warning: Once the server is in update mode, BIOS will reset in order to go back
to normal operating mode even if you abort the update process.
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¥ " Note: All of the X9 generation UP (single processor) motherboards do not have
this feature, except X9 DP.

BIOS Feature Support
OOB Flash BIOS N
OOB Update Setting
OOB Change SMBIOS
InBand Flash BIOS
InBand Update Setting
InBand Change SMBIOS
InBand SMI E7h support

Z|1Z|1Z2|Z2|Z2|Z2
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2-11 Miscellaneous

This screen displays various features that the user can perform. When you click
Miscellaneous in the Options window, the following screen will display:

éw:nmcu

System

( Adminisirator )

Server Health

Configuration

Virtual Media Maintenance

© Miscellaneous. © Miscellaneous @

© Activate License Use these pages to perform various

Postsnooping
e @ . tivate License
© swe rare > Siciwe o

© uiD Control

1. This screen displays the following information:

® Activate License: Input license key to enable advanced features such as BIOS
update and RAID management.

® Post Snooping: Query the post snooping code.
® SMC RAKP: SMC RAKP enable/disable.
® UID Control: Turn on or off the UID on this page.

2. Click the <Help> tab to display the Help menu for the Miscellaneous page.
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2-11-1 Activate License

This page displays the Node Product Key. Enter the license key to enable features
such as OOB (Out of Band) BIOS update and RAID management. The license key
is a paid feature and is optional. The license key part number is SFT-OOB-LIC and
can be purchased from the Supermicro Sales department or a reseller. One key
can be used per board.

- Host dentifcation
UPERMICRS Server: 010.138.160.147
User: DM am

Systom Server Health Confguration Remots Control ___ Virtual Media Maintenance Miscellansous Holp

© Activate License

[Creman]

1. This feature displays the Node Product Key.

2. Click the <Help> tab to display the Help menu for the Activate License page.
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2-11-2 Post Snooping

This page displays the current BIOS code. When you click Post Snooping in the
Options window, the following screen will display:

@ NomaiQRetresnPLosoul g V]

Virtual Media

Server Health Configuration Remote Control
© Post Snooping ® Help: Post Snooping
This page displays the curent
BI0S post
T page displays the curent BIOS post code.
1. Clck [Refresh) to query

the POST Snooping
code for BIOS LPC
Port.

© sMcRAKP

Post Snooping: 00

© uip control (o @

1. Displays the current BIOS code.

2. Click the <Help> tab to display the Help menu for the Post Snooping page.
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2-11-3 SMC RAKP

This feature allows the user to enable or disable the SMC RAKP (Remote Authenti-
cated Key-Exchange Protocol). When you click SMC RAKP in the Options window,
the following screen will display:

st Identiicati
Server: 172091004207
ADMIN

@ NormalQRetresh@uogoulEnglish v
User: (Agminisiator )

System Server Health Configuration Remote Control  Virtual Media Maintenance Miscellaneous Help

© SMC RAKP. @
s pagayou can nabllcisatia SMC RAKP on s page
1. Glck [Enable] o enable
l‘@.—»cun&mwr’ status : Disable SRR
2. Clck Disable] to disable
SC RAKP.
——P 6 coave 3. Clck Save] to save the
: oW O oume ez

1. This feature displays the current RAKP status.
2. Click <Enable> to enable RAKP.

3. Click <Disable> to disable RAKP.

4. Click <Save> to save the changes.

5. Click the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to enable or disable SMC RAKP.
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2-11-4 UID Control

This feature allows the user to turn on or off the UID (Unit Identification). When you
click UID Control in the Options window, the following screen will display:

@ NormelQBsteshPhoseuEra V]

ADMIN___( Administrator)

Sorver Health Configuration

Remote Control  Virtual Media Maintenance.

@ UID Control @ Help: UID Control

This feature alows users to

tum-on or tum-off UID (Unit
Identiication) control To tum
s page you can tum oot UID on tis page o or 0 UV cantrn foton the
tructions below.

©sme 1. Glick [Turn On] to tum
| &——————current UID status : TURN OFF on UID control.

© Ui Control
@o—»o TURN ON
©0—>© TURN OFF

=]

®

This feature displays the current UID status.

2. Click <TURN ON> to turn on the Unit identification.
3. Click <TURN OFF> to turn off the Unit Identification.
Click <Save> to save the settings.

Click the <Help> tab to display the Help menu. The menu inlcudes instruc-
tions on how to turn on or off the UID.
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Chapter 3

Frequently Asked Questions

3-1 Frequently Asked Questions

Question: How do | flash the IPMI firmware?

Answer:

1. Click the <Maintenance> button. Browse the files available and select the cor-
rect file to flash the firmware.

2. Click the <Update Firmware> button to proceed with firmware flashing.

Question: If | am using a firewall for my network connections, which ports should
| open so that | can access my IPMI connection?

Answer: In order to access your IPMI connection behind a firewall, please open
the following ports:

HTTP: 80 (TCP)

HTTPS: 443 (TCP)

IPMI: 623 (UDP)

Remote console: 5900 (TCP)
Virtual media: 623 (TCP)
SMASH: 22 (TCP)
WS-MAN: 8889 (TCP)

Question: When | update the IPMI firmware through the web, why do | get a file
download pop-up even though the firmware was not updated?

Answer: This may be caused by your anti-virus software. Some anti-virus soft-
wares can cause this. Disable your anti-virus software temporarily and update
your firmware.

Question: My system seems to function properly. So why does the IPMI event log
indicate that my voltage and temperatures are beyond the limits?




Answer: It is not a normal condition. Make sure that there is no other device ac-
cessing the 12C bus. If another device accesses the I°C bus frequently, it might
cause a collision with the BMC when this device accesses the I)C bus. When you
see this error, please uninstall Im_sensors in the Linux.




Appendix A

Flash Tools

A-1 Overview

This chapter provides instructions on how to use ATEN Flash Tools, which supports
firmware updates and firmware dumping.

Firmware Updates

The ATEN Flash Tools utility provides a complete solution for firmware updates.
Users can flash the firmware using DOS, Windows or Linux. In addition, Windows
and Linux allow the user to update the firmware via LAN or KCS.

Firmware Dumping

Firmware dumping is supported by DOS, Windows and Linux. In addition to firm-
ware updating, ATEN Flash Tools also supports firmware dumping from the BMC
(Baseboard Management Controller). You can use this feature to back up the
firmware by dumping the current version of the firmware to an archive folder before
updating to a new version. It will also allow you to flash other BMCs in the factory
for mass production.

# Note: For documents concerning utility support such as Redfish, CMCIP-

~ MiTool, SUM, SSM, IPMICFG, SPM, SuperDoctor, BIOS, RSD, TAS, and

IPMIView, please refer to our website at https://www.supermicro.com/prod-
ucts/nfo/IPMI.cfm for details.

A-2 Reference

ATEN Flash Tools Utility was built in reference to the IPMI - Intelligent Platform

Management Interface Specification Second Generation v2.0, Document Revision
1.0, February 12, 2004, by Intel, Hewlett-Packard, NEC, and Dell.




A-3 Using ATEN Flash Tools in the DOS Environment

To use the ATEN Flash Tools in DOS, follow the steps below:

1. At the command line prompt, type “cd /specify location” to change to the
directory where the flash tool is located. Example: “cd /temp”

2. At the command line prompt, type "AwUpdate.exe" and press <Enter>.

3. The information about the utility will be displayed. Follow the instructions
given on the screen to configure the settings as shown in Figure 1.

ATEN Technology, Inc.
FUNCTION : IPMI FIRMMARE UPDATE UTILITY
BUILD DATE : Jul 26 2013
USAGE :
$LoUpdate FIRMARE : Auludate. —f filename.hin [OPTION]
<2>Dump FIRHWAR Update . filename

¢3>Restore CONFIG Update. —f filename.hin
¢4>Backup CONFIG Update . —c¢ —d filename.hin

*

ok ok ok ok ok ok ok

OPTION
—i the IPMI channel, currently, lan supported only
LAM channel ific arguments
and RMCP+ port, (default port is 623>

ord correlated to IPMI user name
Configuration (default is Preser

x
x
x
x
x
x
x
x
*
*
*
*

—d [hackup hm] Backup conf igurations

EXAWFLE
we_like to upgrade firmware through LAN channel with
MC TP address 10.11.12.13 port

sUpdate.exe —f Fu.bin —i lan —h 18.11.12.13 623 —u —p pud —» y
Aullpdate.exe —d fudump.bin —i lan —h 18.11.12.13 623 —u usr —p pud —» v

we Like to westoresbackup [PML config through LAN channel with
- BHC 1P adde .12.13 port 623

3 rue Configuration
Auvllpdate.exe —¢ —f fw.bin —i lan -h 10.11.12.13 623 —u usr -p pud
Auvllpdate.exe —c —d fwdump.bin -i lan -h 10.11.12.13 623 —u usr -p pud

IEE R R REREREEEEEE]

\tenp>

Figure 1: IPMI Firmware Updates Utility in DOS - Main Screen

The main screen of the IPMI Update Utility for DOS (above) displays the version
and the built date of the utility currently used in the system. The DOS version of
Flash Tools Utility allows the user to update or dump the firmware via KCS channels.
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Firmware Updating via KCS Channels

To update your firmware via KCS (Keyboard Controller Style), type <dUpdate.
exe —f [filename.bin] —r y.>. After entering this command, a screen will display as
shown in Figure 2.

1. —f: Type <-f> to enter the file name of the firmware that you want to update.

2. —r: Type <-r> to preserve the configuration settings you've chosen. This fea-
ture is optional. The default setting is to "preserve" the configuration.

3. y: Type <y> for the BMC to keep all settings after the firmware is updated;
otherwise, the BMC will reset all settings to factory default.

After you have entered the commands above, ATEN Flash Tools will start to update
the firmware. There are two phases in firmware updating.

" hermon™1.bin

Figure 2: Examples of Firmware Updates with or without the "Preserved"
Command
1. Phase 1 is to transfer the FW image file to the BMC. In this phase, Flash
Tools will transfer three parts to the BMC as shown in Figure 3, Figure 4 and
Figure 5.

If the FW update fails,PLEASE TRY AGAIN
update part @, the size is Ox6f0000 bytes

Transfer data ................ 164K bytes

Figure 3: Transferring (Part 0)

If the FW update fails,PLEASE TRY AGAIN
update part 1, the size is 0x110000 bytes
Transfer data ................ 61K bytes b_

Figure 4: Transferring (Part 1)

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is OxZ240000 bytes
Transfer data ................ B8ZK bytes 4 _

Figure 5: Transferring (Part 2)
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2. Phase 2 is to flash the new firmware. The progress of firmware updating will

be displayed as shown in Figure 6. After the firmware is completely updated,
the BMC will reboot. Please wait for the BMC to complete system reboot
(Figure 7).

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is 0x240000 bytes
Transfer data 2304K bytes 100x

Programming Flash
Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOVE THE AC...
Update progress:2 »

Figure 6: Progress of Firmware Updating

If the FW update fails,PLEASE TRY AGAIN
update part 2, the size is ©x240000 bytes
Transfer data 2304K bytes 100

Programming Flash

Please wait....If the FW update fails. PLEASE WAIT 5 MINS AND REMOUVE THE AC...
Update progress:100 x

Update Complete,Please wait for BMC reboot, about 1 min

Figure 7: Updates Completed

Dumping Firmware from the BMC via KCS channels

The user can dump the firmware by typing <dupdate.exe —d [filename].>. Flash
Tools will dump the firmware into the file that the user has assigned in the previous
command. In the example given in Figure 8, Flash Tools will dump the firmware
to dump_img.

C:NGET>dupdate.exe —-d dump_img_

Figure 8: Example of Firmware Dumping via KCS

There are two phases in firmware dumping.

1.

During Phase 1, the Flash Tools Utility is waiting for the BMC to prepare the
firmware for dumping. As soon as preparation is complete, the Flash Tools Util-
ity will enter Phase 2.

In Phase 2, the Flash Tools utility gets the firmware from the BMC. The user
can see the progress on the screen as shown in Figure 10.

€435 552 4 309 .2 B BB EE BB P9 LB 0 EHE 20 DI B BB LB AR S IR BERE
= ATEN Technology, Inc. =
552 R BB REB EEBRH  HRS EEB SRS BRI AR BB R S IR BRI MR RN
» FUNCTION  : IPMI FIRMWARE UPDATE UTILITY

= UERSION i 1.15

= BUILD DATE : Jan 06 2010
* USAGE :

*

(1)Update FIRMWARE : dUpdate.exe —f filename.bin [DPTION]
(Z2)Dump FIRMWARE : dUpdate.exe -d filename

T L
OPTION =
-r Preserve Configuration(default is Preserve) »
n:No Preserve, reset to factory default settings »*
y:Preserve, keep all of the settings =
IR I I P I I K BTN I IR K BT IEIE N K NN IR KA KNI IKFK R HH NI

Phasel:Wait for BMC

Figure 9: Phase 1- Flash Tools Waiting for the BMC to Prepare Data




= ATEN Technology, Imc. x
OSSR ——
FUNCTION  : IPMI FIRMWARE UPDATE UTILITY
VERSION : 115
BUILD DATE : Jan 06 2010
USAGE g
(1)Update FIRMWARE : dUpdate.exe —f filename.bin [OPTIONI
(2)Dump FIRMWARE : dUpdate.exe -d filename
R R R IR A IR IR0 IR RIS IR IR R IR AR
= OPTION B
= -r Preserve Configuration(default is Preserve) B
= niNo Preserve, reset to factory default settings B
= yiPreserve, keep all of the settings x
R R B R B R R R B 0B B BB KRR BRI KRR R B R R

*
*
*
*

Phase lait for BMC............. o .100x
PhaseZ:Receive the flash data... o .137K bytes

Figure 10: Flash Tools Dumping the Firmware
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Using ATEN Flash Tools in Windows/Linux

In addition to DOS, ATEN's Flash Tools Utility supports Windows and Linux plat-
forms.

The Windows/Linux version of Flash Tools Utility provides the same features sup-
ported by the DOS version. In addition, it also allows the user to update the firmware
via LAN connections.

To use the ATEN Flash Tools in Windows/Linux, follow the steps below:

1.

For Windows, start the Command Prompt. For Linux, start the Terminal.

At the command line prompt, type “cd /specify location” to change to the
directory where the flash tool is located. Example: “cd /temp”

At the command line prompt, type "AwUpdate.exe" and press <Enter>.

The information about the utility will display. Follow the instructions given on
the screen to configure the settings as shown in Figure 11.

B Command Prompt [~

< ATEN Technology, Inc.

FUNCTION :  IPMI FIRMWARE UPDATE UTILITY

UERSI1ON = 2.82

BUILD DATE = Jul 26 2013

USAGE H
¢i>Update FIRMWARE : Aullpdate.exe —f filename.hin [OPTION]
€2>Dump FIRMVARE  : Aulpdate.exe -d filename
¢(3>Restore CONFIG : Aullpdate.exe —f filename.bin
(4>Backup CONFIG : Aullpdate .exe —d filename.hin

*

*k ok ok ok ok % %

—i the IPMI channel, currently, lan supported only
LAN channel specific arguments
and RMCP+ port, (default port is 623>

serve. reset to Factory defanlt settings
y:Preser keep all of the settings
PMI " 2antiquration backup restors
-f [restore.hin] Restore configuwatio
-d [backup.hinl Backup con at

IEEE SRR EREE]

we_like to upgrade firmuare through LAN channel with
C IP address 10.11.12.13 port 623

pud

fAullpdat bin lan —h 18.11.12.13 623 —u_usr —p pud —
Aullbdate oxe T8 Fudump.bin 1 Tan Cho16-1i-12.13 69300 ube'tn ped e y

we like to » sbackup IPMI config through LAN channel with
12.13 port 623

pud

rve Configuration
RuUpdate sxe —¢ F fubin ~i lan -h 10.11.12.43 623 —u
10.11.12.13 623

IEEEEEEEEE RS EENE]

Figure 11 Main Screen of Flash Tools (Windows Version)
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In the Windows/Linux version of the Flash Tools Utility, there are six parameters:

1. —f: Type <-f> to enter the filename of the firmware that you want to update

2. —i: -i indicates the IPMI channel. Currently, KCS and LAN connections are
supported. If a LAN connection is used, the user needs to enter the following

parameters:

3. —h: Type <-h> to enter the addresses of the remote BMC and the RMCP+
port (default port is 623).

4. —u: Type <-u> to enter the IPMI username.
5. —p: Type <-p> to enter the password for the IPMI user.

6. -r: Type <-r> to preserve (to save) the configuration settings you've entered.
(This feature is optional.) (Default: preserve configuration.)

7. -y: Type <-y> for the BMC to keep all settings after updating the firmware;
otherwise, the BMC will reset the settings to factory default.

D:s>wllpdate.exe —f HERMONEUB_all.hin —i kcs —» w

D:~>ulpdate.exe —F HERMOMEUB_all.bin -i kcs

Figure 12: Example of KCS FW Updates with/without Preserving Configuration

To connect IPMI via KCS, type <wUpdate.exe/lUpdate —f [filename.bin] —I kcs —r
y> as shown in Figure 12.

D: ~>ullpdate.exe —f HERMONEUB_all.bin —i lan 1%2.168.46.65 —u alice —p secret

[D: “>wlpdate .exe —f HERMONEUB_all.bin —i lan —h 192.168.46.65 623 -u alice -p secret —» y

Figure 13: Example of LAN_FW_Updates with/without Preserving Configuration
and RMCP+ Port

To connect IPMI via LAN, type <wUpdate.exe/lUpdatewUpdate.exe -f [filename.bin]
-i lan -h 192.168.46.65 623 -u alice -p secret -r y> as shown in Figure 13.

For other settings, please refer to their counterparts in the DOS version for con-
figuration instructions.
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Appendix B

Introduction to SMASH

B-1 Overview

The SMASH (System Management Architecture for Server Hardware) platform,
developed by Distributed Management Task Force, Inc. (DMTF), delivers a host of
architecture-based and industry-standard protocols that will allow IT professionals
to simplify the task of managing multiple network systems in a data center. This
platform offers a simple, intuitive solution to manage heterogeneous servers in a web
environment regardless of their differences in hardware, software, OS, or network
configuration. It also provides the end-user and the ISV community with interoper-
able management technology for multi-vendor server platforms.

How SMASH works

SMASH simplifies typical SMASH scripts by reducing commands to simple verbs.
Although designed to manage multi-servers as a whole, SMASH can address indi-
vidual components in a specific machine by using the SSH command-line protocol.
Even when multiple processors, add-on cards, logical devices, and cooling systems
are installed in a server, SMASH can be directed at a particular component in the
server. Amanager can use a text console to access, monitor, and manage all servers
that are connected to the same SSL connection. This platform can be programmed
to periodically check all sensors in all machines or monitor a particular component in
a specific server at any time. By adjusting the scope of tasks and the schedules of
monitoring, SMASH allows the IT professionals to effectively manage multi-system
clusters, minimize power consumption, and achieve system management efficiency.

1.
Command: 2. Transport

Protocol
->show &— >

4. 3.
Command Output: 4—
cpu0 Transport
disk1 Protocol
m sensor1
-

Figure 1 SMASH-CLP User Interface
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SMASH Compliance Information

The SMASH platform documented in this user's guide is developed in reference
to and in compliance with the SMASH Initiative Standards based on the following
DMTF documents.

® System Management Architecture for Server Hardware (SMASH) Command
Line Protocol (CLP) Architecture White Paper (DSP 2001)

® SM CLP Specification (DSP 0214)

® SM ME Addressing Specifications (DSP 0215)

® SM SLP to CIM Common Mapping Specification (DSP 0216)

® Common Information Model (CIM) Infrastructure Specification (DSP0004)
® The Secure Shell (SSH) Protocol Architecture (RFC4251)

® The Secure Shell (SSH) Connection Protocol (RFC4254)

B-2 An Important Note to the User

The information included in this user's guide provides a general guideline on how
to use the SMASH protocol for your system management. Instructions given in this
document may or may not be applicable to your system depending on the configu-
ration of the system or the environment it operates in.

For documents concerning utility support such as Redfish, CMCIPMITool, SUM,
SSM, IPMICFG, SPM, SuperDoctor, BIOS, RSD, TAS, and IPMIView, please refer
to our website at https://www.supermicro.com/products/nfo/IPMI.cfm for details.
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B-3 Using SMASH

This section provides a general guideline on how to use SMASH for your system
management in a web-based environment. Refer to the SMASH script provided
below to curtail a server management protocol for your systems.

# Note: The instructions listed below are applicable to both Windows and
Linux systems. We use the Windows platform as our default setting.

B-4 Initiating the SMASH Protocol

There are two ways of initiating the SMASH protocol.

To Initiate SMASH Automatically

You can initiate SMASH automatically by connecting the BMC (Baseboard Manage-
ment Controller) via the Secure Shell protocol (SSH) from a client machine.

To connect from a Linux machine
1. Use 'ssh<BMC ip address>'.

2. Enter the password.

To connect from other machines

1. Use a terminal emulator application such as Putty.
2. Enter the BMC ip address in the terminal emulator application.
3. Choose ssh as the connection type

4. En
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B-5 SMASH-CLP Main Screen

After you've successfully logged in the SSL network, the SMASH Command Line
Protocol Main screen will display as shown below.

£ 172314161 - PuTTY S | A e

Figure 2 SMASH-CLP Main Screen

B-6 Using SMASH for System Management

After you've familiarized yourself with SMASH commands, you are able to use these
commands to manage your system. To properly manage your network system, be
sure to follow the instructions below.

’ Note: Make sure that the format of all your commands are compliant with
the DMTF specification, which is "<Verb> [<option>] [<target>] [<proper-
ties>]", where:

® A Verb means a command.

® An Option works according to the definition of a command given in Section
B-7: Definitions of Command Verbs.

® A Target is a managed device.

® Properties are the specific attributes that you want to assign to a target
machine or to get from a target machine.
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Figure 3 Using SMASH for System Management
B-7 Definitions of Command Verbs

Based on the DSP Specification, each target supports its own set of verbs. These
verbs allow the user to issue commands to a target system to perform certain tasks.
For example, the verbs supported by the admin target group include: cd, help, load,
dump, create, delete, exit, version and show etc.

® cd

The command verb cd is used to navigate to a specific target address using the
SSL protocol. For example, issuing the command cd/admin1 will direct you to the
target admin (AdminDomain).

® show

The command verb show is used to display the properties and the contents of a
target, a group of targets, a sub-groups of the target(s). Properties, contents, sup-
ported operations related to the target, the group of targets or their sub-targets will
be displayed.

® exit
The command verb exit is used when you want to exit from a SMASH session or
close a session.

® help

The command verb help is used when you want to get helpful hints or information
on a context-specific item. This command has the same function as the help option
listed for the target group.

® Version
Use the command verb version to display the CLP version used in a specific
machine.
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® set
Use the command verb setf to assign a set of values to the properties of a target
machine.

® start
The command verb start is used to turn on the power control, to start a process,
or to change an operation state from a lower level to a higher level in a system.

® stop
The command verb stop is used to turn off the power, to stop a process, or to
change an operation state from a higher level to a lower level.

® reset
The command verb reset is used to enable or to disable the power control of or
the processes of the machine.

® delete

The command verb delete is used to delete or to destroy an entry or a value previ-
ously entered. It can only be used in a specific target as defined according to the
SAMSHCLP Standards.

® Joad

The command verb load is used to move a binary image file from a URI source to
the MAP. This command will achieve different results depending on the setting of
a target system, and how the verb /oad is defined in the DSP specification used
in the system.

® dump

The command verb dump is used to move a binary image file from the MAP to a
URI source. This command will achieve different results depending on the setting
of a target system, and how the verb dump is defined in the DSP specification
implemented in the system.

® create

The command verb create is used to create a new address entry or a new item in
the MAP. It can only be used in a specific target as defined in the SMASH profile
or in MAP specifications.
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B-8 SMASH Commands

The following table provides the definitions and the descriptions of SMASH com-
mands. The most useful commands are show and help, which will provide the user

with information on how to navigate through the SSL network connection.

Option Short Definition Notes
Name Form
-all -a Instructs a command verb to perform None
all tasks possible
-destination <UR/> None Indicates the final location of an image | URI or SM instance
or selected data address
-display -d Selects data that the user wishes to This can generate mul-
display tiple query results
-examine -X Instructs the Command Processor None
to examine a command for syntax or
semantic errors without executing it
-force -f Instructs the verb to ignore any warn- None
ings triggered by default but go ahead
executing the command instead
-help -h Displays all information and documen- | None
tation regarding the command verb
-keep <ml[.s] -k Sets a time period to hold and keep The amount of time set to
the Job ID and the status of a com- hold a command Job ID
mand or its status can differ.
-level <n> - Instructs the Command Processor to Levels should be
execute the command for the current expressed in a nature
target and for all target machines number or "all".
within the level specified by the user
-Output <args> -0 Controls the format and the content of | Many variables or factors
a command output. This only supports | can affect the outcome of
"format=clpxml" and "format=keyword" | format, language, level of
details of the output.
-Source <URI> None Indicates the location of a source im- URI or SM Instance
age or a target Address
-Version -V Displays the version of the command None
verb
-Wait -w Instructs the Command Processor None
to hold the command response or
query result until all spawned jobs are
completed.

Table 1 SMASH Commands
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B-9 Standard Command Options

The following table lists the standard command options.

CLP CLP Verbs
Option
18| 2| L al ol B8 - 2| £ ol 6
8 885 % =8 8% 2§ 3¢
S| 8| © o = | =2 = ] [z ] g
all X
destination X
display X
examine X X X X X X X X X X X
force X X X X X X X
help X X X X X X X X X X X X X
keep
level X
Output X X X X X X X X X X X X
Source X
Version X X X X X X X X X X X X
Wait

Table 2 Standard Command Options
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B-10 Target Addressing

To simplified the process of SMASH command execution, a file system called Target
Addressing was created as shown in the diagram below.

pwrmgtsvc1 ‘ ‘ logs1 ‘ ‘ sensors1 ‘
log1
{ record001 ‘ { sensor001 ‘
4 record002 ‘ { sensor002 ‘
# recordxxx ‘ # Sensorxxx ‘

Figure 4 Target Addressing Diagram

Terms Used in the Target Addressing Diagram

This section provides the descriptions of the terms used in the Target Addressing
Diagram above.

® "/"indicates the root of the system.

® "/system1" includes all major Targets.

® "/system1/logs1/log1"” includes all senor event logs.

® "/system1/sensors1"” contains the readings and information of all sensors.
® "/system1/pwrmgtsvc1” is used for chassis control.

® "show../logs1" allows you to issue SMASH commands for the system to per-
form the tasks of your choice. For example:

® |ssuing the command "show/system1/logs1"” while you are in "show../
logs1" will allow you to set the Absolute or the Relative target path.
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Appendix C

RADIUS Configuration

C-1 Overview

This chapter provides instructions on how to configure RADIUS on Ubuntu and the

Windows operating systems.

RADIUS (Remote Authentication Dial In User Service) is a network protocol that
allows you to manage remote user authentication and accounting. It authenticates

users trying to establish a network connection, authorizes users to access the

network, and accounts for users accessing the network. Before you run RADIUS,
you need to cofigure the user account and client information.

C-2 Configuring a User Account in Ubuntu

Follow the instructions below to configure a user account.

1. To add a local user and password, type the following command at the prompt

and press <Enter>:

& vi Jetc/freeradius/users

2. Then you will be able to grant privileges to a user account. There are four

types of user accounts. The list below displays the four types of accounts and

the vendor-specific attributes.

® radius_admin: Password: "123456"

Vendor-Specific Attributes:

® radius_operator: Password: "654321"

Vendor-Specific Attributes:

® radius_user: Password: "654321"

Vendor-Specific Attributes:

® radius_callback: Password: "654321"

Vendor-Specific Attributes:

"H=4, |=4"
"H=3, =3"
"H=2, |=2"
"H=1, 1=1"A-2
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C-3 Configuring Client Information in Ubuntu

Follow the instructions below to configure the client information.

1. To add the client IP, secret and short name, type the following command at
the prompt and press <Enter>:

# vi fetoffreeradius/client.conf

Example:
client 192.123.4.5 {
secret = super

shortname = superbmc

}

C-4 Starting the RADIUS Server in Ubuntu
1. To start the server, type the following command:

# service radiusd start

2. To start the server in debugging mode, type the following command:

% fusr/sbin/radiusd -X
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C-5 Adding Roles in Windows

Follow the instructions below to add a role in Windows Server.

1. Click on the <Start> button, then Adminstrative Tools and then Server Man-
ager.

2. Under Server Manager, select Add Roles.
3. Select Server Roles and click on <Next>.

4. Select Network Policy and Access Services and click on <OK>.

Adding a New Object - Group

1. To add a new object group, enter in the group name and select the group
scope and type. Click on <OK> to complete to this step.

newobiet o x|
% Creste i child kil biing server Luers

Group name:
| paRssGROLE

Group name (pre-Windows 2000}
|EAE‘:J'_-GRM

1.

Group scope:
™ Doman local
" Gobal

= Universal

Groug type
% Becurity
™ Distribution |

Add a New Object - User

To add a new object user, enter in the user's name and login name. Click on

<Next>.
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Adding a New Network Policy

1. To add a new network policy, click on Network Policies. Type in the policy
name and select the type of network access server.

Specify Network Policy Name and Connection Type
* You canspect’y & rameter voul Refers SOROY Bnd Ehe TrDe f CoSRechions o whith The DoAY i BDOked

Pakecy namms
=

verder apache. Bt mether A
=; e

& Taom of revwon nocess wrver

™ vendor pece:

Click on <Next> to choose a permission.
Then configure Contraints and remove Framed protocol.
Edit Service-Type for login.

Check the Others option and select Login. Click on <OK> to complete the
configuration.

Mew Mot work Polcy ==

E.
Configure Settings
* NPS appiies settings to the connectian request If all of the netwaork palicy conditions and constraints farthe policy
are macched.
Corfigure the setnga for ths network polcy.
¥ condeons d spphed
Settngs
LR To vend addtioral sarbutes jo RADIUS chents, select  RADIUS sandard siisbute, snd
Vi ek . ot ol s AR Lk s o OIS chrin, o
your RADIUS chant documantation o requred stk
Vendus Specifc
Hetwork Ac cems Poterson
W, NP Erdercerent "
18 Extended State Vi
Houting and Romae
@ Mubsbnk and
Bardwdt Ulocanon
Protocel (BA
B P Fihern
offy Ercrypson
7] 1P Setings A Bt Famove




Adding a Vendor Specific

1. In the New Network Policy screen, select Vendor Specific and click on
<Add>.

2. Select a vendor specific attribute and click on <Add>.
3. Click on <Add> and configure the attrbiute.

4. Specify the vendor specific account and click on the <Configure Attribute>
button to configure the attribute. Click on <OK> to complete the configuration.

Configuring a New RADIUS Client

1. In the New RADIUS Client screen, select the Settings tab and enter informa-
tion in the following fields:

® Friendly name:

® Address (IP or DNS):
® Shared secret:

® Confirm shared secret:

2. In the Advanced tab, select a vendor name from the drop-down menu. Select
RADIUS Standard for most RADIUS clients.

New RADIUS Client x|
~Vendor
Specfy RADILS most RADIUIS chents. or RADILIS diert
vendorfron the kst

|
|
[~ Additional Opticns:

™ AccessRequest AL atribute:

™ RADIUS clent s NAP-capadle
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(Disclaimer Continued)

The products sold by Supermicro are not intended for and will not be used in life support systems,
medical equipment, nuclear facilities or systems, aircraft, aircraft devices, aircraft/emergency com-
munication devices or other critical systems whose failure to perform be reasonably expected to result
in significant injury or loss of life or catastrophic property damage. Accordingly, Supermicro disclaims
any and all liability, and should buyer use or sell such products for use in such ultra-hazardous ap-
plications, it does so entirely at its own risk. Furthermore, buyer agrees to fully indemnify, defend
and hold Supermicro harmless for and against any and all claims, demands, actions, litigation, and
proceedings of any kind arising out of or related to such ultra-hazardous use or sale.
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